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i
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3 WebDAV fR%

WebDAV %5 ] LALE I PR B 2 H S B SCPHE RS, 7EAHh HR R
(VLC &), &k, Q. i, MBR@rEcff, AR/ETE. e, B
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#
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4) REEFE, Rl AR, 2Rl A SRR RE H AW
7, FREAT IR

3.4 MacOS #% £ WebDAV Bi%

MacOS T A] LA# H GoodSync. Air Explorer. Cyberduck. Dreamweaver 2%
ff, PR PL MacOS B i) Finder A5 U B A 25 % .

L] Connect to Server
Server Address:
http:/fwww.example.com/mywebDAVdir + o~
Favorite Servers:
& 3-10

MacOS 4t £ WebDAV B U 3-10 Frow, HARHGALIT
D mdi TJ5 “Finder” BfF, 1&# “Go > Connect” ZZHLI;
2) £ “Connect to Server” W HH, HE “Server Address” FFINE, FH A
i “Connect” #%4l;
3 WRAMHFNE, s UGER O, MAH S 2%, Sl “OK” %4
4) BN LB R H N, AT SO A

3.5 Linux &% N WebDAV fR%

Linux FAJUMEH wget/curl (T HBI&M ). cadaver. davfs2 ZEH A,
PLR BA Ubuntu BIAL SO B 28 Ay 24T 01 Ui B VR 2D 3R
1. Ubuntu EIAL OB EA
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Jbuntu File Edit View Go Help

Create New Folder
@ Create New Document

t i Connect to Server...

@ Connect ko Server

Server Details

Server: example.com Port: 8-0 = g
Type: | WebDAV (HTTP) v |
Folder: _myf_we_b[iAVdir

User Details

User name: admin

Password: [.....| ]

Remember this password

Help | | cancel | Connect|

& 3-11
Linux 248 N8 B AR WebDAV SR U0 3-11 Fros, BARHR IR

1) BEANE, i BT, ##F “File > Connect” AT
2)fE“Connect to Server @& M1, 5 “Server "~ [ N 4%, i i Connect”
SR
3) RINJE LT A H AR TR B RN S, T SO RE .
2+ Linux #p&4THE#R WebDAV H 3
1) 222

apt—get install davfs2 & yum install davfs2
2) Bl H xR

mkdir /mnt/dav
3) $E# WebDAV H %

mount —t davfs https://192.168. 1. 56/web /mnt/dav
4) BFECHEME X

df -h
5) Pk R H %

umount /mnt/dav
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A Hbdk/web/ B K S 7

< C & httpsy//giga.com/pa

Evw- Brien By O T AN SR SO @ BXE O

Address.  https //giga comipublic/
- | nitps ligiga comipublic/ Name
a2
g4 -$33.docx
16

7 11 nabak
% 2018-10-23 17.08.09 mpd
81 33 docx
2 39AT2TF21mp
&% 66 docx
@Y 6666 docx
6C73010tmp
B BHES pog
ABBSCBSE tmp
B/ IMG_0033PNG
leshwind sgf
= mmexport! 539859500198 jpg

To upload drag and drop fles here or into folder structure.

File Destination Progress Status Uploaded FileSze  Speed Let  Elapsed

A 3-12 WEB GUI [ =04 FH e F£ 1 WebDAV AR 5%

4 RERFGFHEE

4.1 Windows R4 TRIEBIRFZ[/AIKE

4.1.1 Windows &% E HITP A

BWindows 1RFE AR 584 B R
http://www. trustcomputing. com. cn/help/cn/dadi/proxy/windows proxy.h

tml
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D 3707 IE PB4, s BO7R) “THR” SR,

W7, WK 4-1 fiow,

SE_TN #EN(H)

MRS ASIER(D). .
InPrivate J5E(1)
ERABREEIP(K)

ActiveX F5i&(X)
EEiEERE(C)...

BT EGASSTE(S)
kRN N PR (A)
EETEH(N) Ctrl+)
s HE B IHER(P) >
SmartScreen 7Ei%EE(T) y
EEREFFOIE(M)

EEENEI(A)

FEEMEIEIREB)

LT BRIEGIR(F)...
RAI(E)
Windows E3i(U)

ETEVE S
FI2 FZARTE()
f o Erd Py = R

Internet i&IM(O)

Ctrl+Shift+Del
Ctrl+Shift+P

Ctrl+Shift+U

B 4-1 1E W2 E 1

P N ) “Internet i%

2) TEFAHH) “Internet iEIT” SHEHEAF, P)#es] “ER” &R, & “F
BB 14, WK 4-2 s,

EO S SRR R A
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Internet %I 7 x
=0 =2 BR nE [EE] BT =&
i =oE nemerise, m-uw BEU)
BENEENEEE
SEM(D)...
AN VPN(P)...
BE(R)...
NESHEERENERSE  SEEEE, BE(S)
EERLANIES
LAN BEATEEESEE, NFESEE, B EEREE)
EREE S,
BE iz REF(A)

B 4-2 1B UEas st E 2
3) FEFHA R (LAND B E"SHERES, 28R LAN 3 AR %3871k
I, JRES Mk “121.42.51.2347, ¥i: 80817, 1 4-3 s, LAUEWIR
AREAEFARER, JUEUH AN LAN 48 AR AR %38 "1 T
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BIEM(LAN)IZE X

SRS
ERESESFNE. EREERTFII=E  EERHEIRE.

W =Eirlpsa= iy
[ SRS
Hedib(R)

HERSEES

LAN EFRERSEELESFETESE VPN X

ke J121.4251.234 | @Om: 8081 =®(0)

E¥srsurescarsse)

B 4-3 TE W% 45CE 3
4) T GRS A A (P A, FRERE A, A E
4-3 HI R, R ARE R E O EHE, ] 4-4 PR, RSN R B
ANAHEL, 14n: 192.168.1.%, ARk S5 as7EE Hb, 75 20K E A 13844
YE B4, Bltn: *.qgg.com,*.baidu.com,*.jd.com, )5 S wae %
B, BPAT R
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KERE *

BEE

L &0

SH
HTTP(H): | ‘5031 |
=25 121.42.51.234 . |8081
FTP(): 121.42.51.224 . 8081
EEF(C):
M iSRRI AER S EU)

st

N ET AT ERE BN

WE

om.cn;123.207.137.160;120.76.126.79,222.42.112.25;45.62

97.35;".qq.com;*.smzdm.com;*.baidu.com;*jd.com;".ifen

AT S(HEEH.

[ == | o=

B 4-4 1E W' asikE 4

AR ARELAR S5 45 R P AE, I3 B OGP, A N RGBT 7 44 A
4, BDRrgksp b, WG R, SWARGMEE, EHEA - E .
WHRAEAH chrome. firefox J Y&, %3% | SwitchOmega i, FEFLHA
P %0, HRAE. MHEE, R EFR:

E Al E BEAGRAF 44/212
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+ FEEiEStEl.
ACTIONS
| © RFEm
® EHEER

& 4-5 SwitchOmega ¥ & F /7 IAE

R

1 NTAER HTTP ACHEL “fR %8 HTTPS” [IThfig, &/ i gt F#ia
WHEL CAIETR, AfAZ “2.2.1 Windows RZEKIER SN

2) Windows T, FI/'i&E$: PPTP VPN Ja, ¥ ZISIAb IE ¥ B MAEE AR 55
%, EPERE VPN FEIE T A R R 4%

3) SSTP VPN N 2 1 e AL 1E W E AR5, FTEL, WA
B, T AL B AR Al 55 5 R SSTP VPN

4) SSISSR % F i i F 2R 5, 2 BBt ab R IR % 38 h BT

(Socks) 127.0.0.1 8080, Wi SS/SSR AKizfr, MIELE A A& B AR
PR 55 2%

N T JE e HTTP AR B S o 8] X 25 Wy S FH422 , AT BLECPC B VPS)
PR SSH & P 5 ) SSH IE [ LR FRThAE, LL SecureCRT #fF
N, BARREW R 45 Fiok. @ SSH ##J5, (PC) F/mkHE
127.0.0.1:8086 MNAHLMIE N HTTP RHELARS 85 1P Jouf 1, SERREREN 2
SSH kg5 &3 Fr £ EHLK WEB ARFRIR S5 #21) 25 S [, 1XFE HTTP A& E
Jezeid SSH MhaE Ry, W LAANFE A2 2 v a) 2% 1) i Uy R BEA2 . e B R 304
WHIEZS% “13.1 Windows R4 N B SSH &4~ . i v UEH HTTPS 1%
M,
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Session Options - 1 X
Category:

= Connection Local Port Forwarding

-~ Logon Actions .
SH2 Locally forwarded connections

-~ SFTP Session

Name  Local Address Remote Host Application

Qvancesd

- FeEwe... 127.0.0.1:8086 localhost:25
=~ Terminal Local Port Forwarding Properties s
- Emulation
- Modes Name
- Emacs %z Enter a descriptive name for this forwarded connection.
- Mapped Keys <
.. Advanced — Mame:
- Appearance
-~ ANSI Color e
e Window Manually select local IP address on which to alow connections.
’ Dl
Log File “ IP address:§f (127.0.0.1
- Printing L
- X ¥/ Zmodem Enter the number or name of a port on this machine. This port's

data wil be securely forwarded to the SSH server.

Remote

Data wil be forwarded from the local machine to the destination
host by the SSH server.

= | [ Destination host is different from the S5H server.

s

Hostharne:

[ pynamic forwarding using SOCKS 4 or 5
Application

You can optionally specify an application to be launched on the
m local machine when the SSH session is established.

Application: | |

Argurments;

Cancel
& 4-5 SSH %7 ¥ IE i 0 AR E.

4.1.2 Windows &G B Socks. HITPS A

>

WY ES 71, Windows 4t H A 1E Dl #8 % Socks5. HTTPS U S kf
AGf, Edge MIMEERASCHE HTTPS A2, Firefox Jovk H M H HTTPS A2,
#ORT LA FHAEZR PAC SCAFIRIEEH A Socks5. HTTPS {3, IE. Firefox %
T P OMIEAESR PAC ST, SRS N CAEB AL https URL
) pac 3L

FTLMEH] netch B ABEREARE L, e R A% 1) .exe SCAF, (7500 a2 7T
PLi& A Af F socks AQFERAR 55 .

&5
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HTTPS AREE A W SCAIE K, R DL S it B m) R 4 i W A BHLE, bR
HTTP fREE %4, R Socks fRELE P4 Proxifier.
SocksCap64 %%,

H % I #E %7 Chrome 3 %% & Proxy SwitchyOmega ff{4 (414 .

& SwitchyOmega i % i £z

https://chrome. google. com/webstore/detail/proxy—

switchyomega/padekgcemlokbadohgkifijomclgjgif

http://www. trustcomputing. com. cn/tools/SwitchyOmega. crx

FT7F Chrome I BHTRN © . Fe “H % TSP REF" T, %
BRSO “chrome://extensions/” , T SwitchyOmega.crx SO 5
PRHEEIHTE R, BRI %235 Proxy SwitchyOmega fiff. 2354 )5, T
HARGE

1) 445 Chrome w524 FAMRARRLG O, ®# “®m” m,
e &
2) FifhA FAM “HasaiEst. 7 T, ER R O p i S SR

ZFR, Wltn. FHE = socks AUHE, (AR ARIEARS ST, FRAG Bl 4%
GiF

3) MG SWEE T, AV “SOCKSS” , FHHE RS

IR A e 1P Hhubk. i O DA R ASRE RS, BT AR RN kIR
i, N 4-6 A

4) J7 s Chrome W45 A BIFEI O, BRI T H ,
it B 7 socks FRHE, At {24 FE 1 B R 47 0 U
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€ clo - ekgcemiokt , QGD_
SwitchyOmega Oissest . aliyun Os#rc | GEAER m
RIERS
P LT T e femn
R SAGs (0 Ir.wﬂ I z I 142 .4] [ s ]

TR bTIR

B 4-6 Chrome % %% SwitchyOmega ffif} % &

Chrome | % 2% FIH B0 15 B -

1. Chrome W& HIPRIETTIC, ££ “HAR” HIEHIMNaSATIEI 7R E
HTTPS fCHE

chrome ——proxy—server=https://secure—proxy. example. com: 443

a

chrome ——proxy—pac—url=http://ip/proxy. pac

pac LA A :

function FindProxyForURL (url, host) { return “HTTPS secure-

proxy. example. com:443”; }

2. Chrome WY& HIPRAE T, 72 “HAR” £JFA LN “ —ignore-
certificate—errors ” #F24TiEIl, T LLZBSUER &, 4% Chrome W 725
WE TA %3 CAUETI HTTPS RS 48, <HIL
ERR PROXY CERTIFICATE INVALID %1%

3. KM Chrome X} QUIC P HE, B4 UDP Wrillil QoS, VAR LAi+%
RS . 75 B IR G € o

1) Chrome HuhEA=%i N\ chrome://flags
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2) HREEMN quic, &8~ “Experimental QUIC protocol” Tl

3) ¥ FHAMERETF, EXCA Disabled
4) HEFT AN A, A E AR

4.2 Android R4 TRIEREZFHEE

ZHERGH W RERS S E, 54k, AL A Postern 4856
=7 & RARE A

4.2.1 #HEH RS E HITP R

B 51 RGN 2548 UL B R )
http://www. trustcomputing. com. cn/help/cn/dadi/proxy/android proxy.h

tml

I RGN “WE” Frif, EF “WLAN” 22 H, R SA#ELHT
LOERE, WTLVKIGZIER AR, I B, WK 4-7 fors.

NETGEAR13-5G

FMRIFME

(e

B 4-7 L H RSB I IER
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XHFRESR, RN, A SR Gk, R ACE SRR “ FEh7,
“HRST A ENLAL 7 AN CRSS dRim I SHE IR RO, B R AHIEET .
unlel 4-8 fira.

NETGEAR13-5G
Zzett WPA2 PSK

Q Erssis

R Fif

ZNSERREEA HTTP 12, (EEfNATTEARSER.

ARSSEEEMNE

121.42.51.234

AR5 == ]

8081

XA TR RGOS IR

aa.com.baidu.com

BYiH JESE2

B 4-8 225 24 WIFI N 5 E T TACHAR S 2%

=7

=
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D NTHEHHTTP ACHRR) “fE2 HTTPS” HIThEE, &7 umh gl P Ee
HHEAL CAIUET, BEASI “2.2.2 RERGHIEHSN”

4.2.2 R#ERGEE Socks. HTTPS fLH

1) RGRE (&RRHED

GEASG (6.0+) Tl LB EE WIFT (/AN “H35)” B PAC B3
R RAE A Socks. HTTPS A3, HAAEAEIES W LR, FEASE
LR “H3h” B, JFHEE PAC URL, W1'FEl 4-9 Bk,

NETGEAR13-5G

IP ttbht 192.168.1.203

E=EE G

hnzxseay WPA2 PSK
O

(yv:d Bz

PAC 1L

http://121.42.51.234/ss.pac?t=001

Bl 4-9 5 R4 WIFI EH % 5 35 PAC AR % 4%
TR R RS E W W A A SCHF Socks REGUUHE, {H22 5 Chrome. %
5 Firefox 2 % 4% App SCHF. %51 Chrome WA T LE A E, HAfd
H A2 GACH, W LLEE chrome://net-internals/#proxy &, WAREZ B
.
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2) Socks /A App

GELAG N A LU 2 =77 App ThEESEEL Socks fRELThAEE, H40:
Postern (HTTP fREEA]REAGA L mhiiA, SSH #e%4F) « Drony CRE:
iF) B ProxyDroid(7 % root), F#BERUIT .,
Postern % 5. App | %k FE 2

https://play.google.com/store/apps/details?id=com.tunnelworkshop.postern

http://www.trustcomputing.com.cn/tools/Postern_v3.1.3.apk

Drony %2 &5 App N #UHE#E
https://play.google.com/store/apps/details?id=org.sandroproxy.drony
http://www.trustcomputing.com.cn/tools/org.sandroproxy.drony_1.3.112.apk
ProxyDroid % 5. App T B
https://play.google.com/store/apps/details?id=org.proxydroid

http://www.trustcomputing.com.cn/tools/org.proxydroid_2.7.7.apk

3) HIYE2E App

A — L T] LUEFH Chrome i (I Y28 App, HlU0: Kiwi JIWEZE. Via W%
. Yandex M %G #4%, W LLZ%E SwitchyOmega ##iff:, ¥ & HITP. HTTPS 41X
HIRSSE, (A2 R el A T AR S5 25, HTTPS AQBE R EE S A 1
SSLAETS

GERG T Firefox W A% A M e REL % B A, Zhdid about:config 1)
J5 AN U FRE B LA ] Socks 5 HTTP. HTTPS 10, Socks LHH A2
Hanr .
network.proxy.socks: XX.XX.XX.XX
network.proxy.socks_port: 1080

network.proxy.socks_remote_dns: true

network.proxy.type: 1 (544 5, ENRGACEE, 1 B8 eEn T TAH)
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il PAC EZhA MR 306 F HTTP. HTTPS /U2, EASHunT:
network.proxy.autoconfig_url: http://xx.xx.xx.xx/http.js?t=001

network.proxy.type: 2

R Firefox I H) PAC ST A AUZ TSR FINE, js &5 1) URL %A H
JUNIE, pac 45/ URL AR IMIE, #&IFJ6 3N CALES (4T7F Firefox ¥
Yiag, 1EK https://xxx/myca.crt, AP 2%6, HSA CAET, FHHE)E
Firefox W% 2%) , F{#H https URL [ pac S0 M HTTPS ALH

Chttps://xx.xx.xx.xx/https.js)

4.3i0S G M EREZRNEE

4.3.1 i0S RStV E HITP AR

Ei0S RGCH RS 2% B Rl

http://www. trustcomputing. com. cn/help/cn/dadi/proxy/ios proxy. html

£ CWE” Fmd, w CRLREMNT EE, Al TgERE, £4
U7 CHTTP ARER” Foirh, G “F5) 7 00, JFRSIER “ RS54 A1«
H. WRFTFEHFE, SITH “%&” K, HEIEHRHEP 2 MG,
4-10 7.
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iPad = 13:20 7 2% .
BE { ZARER NETGEAR13-5G
T 2B LR
FAEBEM  NETGEAR13-5G
1P Hihib
IP it 192.168.1.202
b
_ F R 255.255.255.0
el
fiz3ea ks 192.168.1.118
s
DNS 211161122196
R
am
SrEEE EFiH D
L
CEi|
mE
{@,\ Touch ID 5315 HTTP {112
& =
M ww
iCloud

@icloud.com

iTunes Store 5 App Store

Oe »

Wallet 5§ Apple Pay

B, EME. BE

'O

A =y

B 4-10 i0S 4 N E TR S &=
EE
1) AT HTTP AREL “fiss HTTPS” (MIhRE, &b SEHE TR %
EHEA CAIET, AkZI “2.2.3i0S RAFIERSN”

4.3.2 i0S &4 % H Socks. HTTPS A3

i0S R4 T ArLEd K E WIFT RABERADN “H3h” KRR Socks.
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HTTPS ARFE, W N 4-11 Fiowo

BE { ZEBEM NETGEAR13-5G

TR | BERILR 45

T EEBEEM NETGEAR13-5G
1P thiik

- ‘

VPN RiEE

P it 192.168.1.201

FRED 255.255.255.0
4

izgz2 B 192.168.1.118
st ey

DNS 121.42.51.234
MR,

B

EFi% D
& #r
SRE5RE

Es izl
545
BE HTTP 1t

S Fih EE)

= 7|
= URL http://121.42.51.234/ss.pac?t=002
(M Touch ID 535 P/l /ss.p

B 4-11 i0S &4t N & & PAC ACEEAR 55 4%
1 CRE” S, kB CRLR/REMNT H, ShEBAERITTLER, T4
N “HTTP ARER” FIirh, & “H3)” Wi, FHES IEMF URL,

4.4 HERGTRERSZHMZE

4. 4.1 fFRE switch RZ % H HITP A

TR switch HASHF HTTP ARFE, W T 4-12 Fizs.
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SS501

T

UIRARSS 281

B 4-12 1T R4 switch &4t N E HTTP fCHEARSS 28

5 IKE VPN & ik B

5.1 Windows %% & & IKE VPN

IKE VPN 43 AP~ fRAC, TKE V1 VPN B IPSEC VPN, %R T/ 5C 2R ¢ VPN
[W%E#E, Windows &AM IPSEC VPN IR 'S E, FHE %% CISCO VPN Client.,
ShrewSoft VPN 2541 THI% P mft; IKEV2 VPN e A, 2¢4s kDA Rk
REA IR K4, EZH T2 7 i B OC UL OGS S 1) VPN #42, Winl0 &
GUEERCA IKEV2 VPN K5 W HE, ICAFEEL TR LU AT A4 .
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5.1.1 Windows10 PJ B /) IKEV2 VPN B

BWindows10 FfEH TKEV2 VPN 75
http://www. trustcomputing. com. cn/help/cn/dadi/ikev2/windows ikev2.h

tml

R

1) N7 # 4 Windows 815t f5, VPN HEIWTT, FESSELN R« f ik
EH JEME, ANAE CRVETT OB DA IR n] DU e s
Bl Windows A B I¥ VPN 44 SBENLAZ) B 3k S, ToH AL HMN,

i H T TE B P I8 P T R 1 T

2) Windows P4 & [ IKEV2/SSTP/L2TP/PPTP VPN ¥4Il E, ) U 25 ) 4 1

¥ ZMIEH TE AR E, i Proxy SwitchyOmega J#if4 ) Chrome 3 % 3§ AN
SEROA, WRERCEAH, I MG VPN R E AR,

3) BTEER TKEV2 VPN JEHEGRE A VPN BEIE A A% S B BRI O,
TIaH, WERIRITIH “EEHITR\MZE A Internet\WZ% %> [IKEV2 EH: D)8
PORIZE > Internet WMMARA 4 (TCP/IPv4) > J&@ k> s 4> 7 T A2 X 4% LA FF BRI
EESEE =

Windows R4t N & E TKEV2 VPN 738 =B 0 #7 VPN R, (BXUMZ 1
BRI B DL PR e 4 CA IR . & M H FUNIRS 83l i i
TEEHAERE, WTALE NEZEAES CAES.

1) Z37 VPN &R

RARXUE A R PR BIbR, 3 VPN 5%, W FE 5-1 R, SR

TUH, S8 “RIZEF INTERNET” &, Wik 5-2 fir.
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oz PRIEBZ=SSTP

aiaa ssto

StE-a MWl nternet (T

B 5-1 bR A T A1 “ R4 Ebr

¢ =®=
€93 FaL&H INTERNET

KiTER

VPN
HiRfERE
+ AN VPN i
VPN
o] cloud
7= 8°
LA og_-, cloud?2

& 5-2 “MZ5F1 INTERNET” & I

s B W VPN SR TH, HIL RN VPN ERE” &,
NEI5-3 fim. UGN IEFIIAS, &G Al “ORAE7 24, o <R
ARREHIE” AT BUZ TP B4 .

HE:

I. TKEV2 VPN [f) “PR45 %8 2 Froihhl” 75 ZF0 VPN AR 55 35 (0 iR 55 28 5
() CNEARFE— 80 (lE s e ) , 1 VPN RS A8 CA IE 1 iR B 3 3 &
¥t Windows R .

11, IR AE RS (BB R zstdadi. com) , HARESEZMEL, Ak
TR IR A2 AT TP, AT LB AETL C: \Windows\System32\drivers\etc\hosts
SO, BCE BB L T DNS RS A AT -
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G wE = [m} X

%I VPN 2z

VPN fEiE

EEREETR

RSSaE-EFRERi it

121.42.51.234

VPN 25

& 5-3 “¥shn VPN E8E”
IR G, IRIFIGIZR, fERERBHTEIMPERZE L, 75 EEEn ] Ll
piZml, HAL AR CER” . SaTRLER: VPN T, N 5-4 B

No

¢ @m - o x
0% MtH] INTERNET EHRE o

070 ReErg
i 27
EERS o.g) FEZ=IKEV2
VPN

S
%S
& 5-4 3 VPN

2) BEIM L RIBRIAM G R 1
VPN £l 5, HAEViE 10.32.0.1, 24 7 REVIIM 10.32.0.0/24 M4 KT A
P 1P, R EAE VPN SEFE BN B B, BRI R ZE0 1% VPN 32 (1 2 J 1 1A T
B, BARENTE5-5-1. 2. 3. 4. 5 iR,
LR
« A E s SHIER > RS Internet » RIERIERE
B 5-5-1 1050 VPN JEF2 1 BRIA ) O 1y 1 2% Jag 1 1
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- FAEERIKEV2 - [HEEZL2TP
.l:";;. B _.Elg BIEE©
€ WAN Miniport (IKEv2) ©
e REU)
‘: i
WS O wEREIAEEF)
=% WAN Miniport (PPPOE) |~ gramaprc)
" %§g5 BIERHRIEAT(S)
& Fi;;ﬁ Svstems VPN Ard ¢ ﬂﬂﬂﬁ%{[}}
25 4ME B 1 AMAR $ =5HEM)
|§Eﬁ® |

B 5-5-2 1B VPN 322 i BRI I 5 1) I 2% s 1 2

= [E=IKEV2 B X

IEEER IR (O):

Internet HHVAZE 6 (TCP

| .. Internet #HMAEER 4 (TCP/IPvd)

= Microsoft FEBHEETHINER
£ Microsoft MEEFE

G z=zN).. L=Fa (0 I EER) |I

i
fEEHERIE Internet #0L ZHMEEUAR T ERIEENNY
AT EERIRE HRE.

&l 5-5-3 MEk VPN HESE I BRIA X ) I 45 g 7% 3
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Internet MY kEA 4 (TCP/IPv4) Bt %
=5

MEFRSESILINE | WEILIERSHEERS 1P 28, &, FEEM l
MEEREERMEEESN P B2E.

) SEFEEE 1P HhH0) !
O EETEA 1P HEhS):

@ SFEE DNS BESEiuE)
(O EEETEA) DNS BREEtBhi(E):

B 5-5-4 205 VPN R BRI MR IR I 2% e 1k 4
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|- I I 1S T —— 7 o

C— 4 rTrn fine . Ay B

=l TCR/IP 3= x

IPiZE DNS  WINS

I EEE S A THFEA SRR S MR SME . iR, TeERE
FEER CeEiR R R TSRS .

I FEILEM s FERELARM () I

AR T AR RN
RS
BOTSRN) 1|

B 5-5-5 &5 VPN JEHZ IR ERIA P DG 1 2% J& 1% 5

FIFF S I AR, R3] VPN &8, #chs, w8 “J 7 o, 5
JEYER T, YIE] “MZ” TAB, 4% “Internet Ph A 4 (TCP/IPv4) 7
W, s N7 CJEMET dRd, AETRHRE Db Cmg” HA, R
& A AR RIS G BRI SR T AN Dy T diE S AN s ZE ) DNS
54, 8“7 (Metric) A “17 , Wik “theE” %4,
TRAEACE -
3) BBy KRN
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VPN E# )G, NTH

[ AHBLIR RSN 1P, AT LABEE B KEa S, 5 HI A IR B K g,
“OEFHI” B9 “AHLIP sthhik” BB N

B s <N,
“10.32.0.0/24” , W ~NK 5-5-6 7~

@ ipvd.ddns.group IKEv2

PILEEC E S

(OFA::
R BRSSO SR TeR, AT S,

O =m

IEFATIREERIRGES, FUNTER-PaldE TIEsy, RILURTRETE
0, SNEBTEE, SLUSEETHEATIES,

ESIMEERRE

Eil VPN M2 (10.32.0.0/24) WIH B &g

]

A R

E

{RISEI 2SR AE?

EERE

R R B RR ES?

¥
TEEETR
] e TFE=EF T Windows Defender Zegrhdy”,
BREemEn
FIFE )
FI8(ENE)
@ EHE2 Windows Defender B\E - o x
THHE) RMER) EEV) #EH) *F'
me| 5w = HE
@ wirEn tomsee w [EELL e snder B KSR EFHARERRILH] Internet
= a R B8~ || A -
R ShadowsocksR P =
B e
bl Tf;‘ému ShadawsocksR 2A v mEmwems | P 130EE X
P SoftEther VPN 2R 7 .
) oy pemr R - _
5 SoftEther VPN e . A EAEIES DMETENL W0 BR FWEE TEAR
@ ThunderService 28 R i 1P it
@ ThunderService 2R =5 N O i TP it
Gnm EA:: | g s @ T3 IP Hi (T
Y] A 5 Supm. | EDENET | ).
Transmission Qt Client g H == R ®E...
Transmission Qt Client EAG]
UPSecuritylnput 27 ven 135 i)
@ UPsecurityinput P ® AR e P it
@ utorrent.exe | & mm L O
@ utorrent.exe 2R By =4 - O T3 17 ik (@)
G vpn 135 ] K mE ...
9 ERASMT 28 -
EAa R (D).
O SEFERE 28 E%
i P [T
@ mRaa 28
O BREETEIIE 28
O BREETESIE 28
“EREREE"SSDP HEUUDP-In) TEERGE THES 2F
“FEHEHEE UPNP FHETCP-In) TRAEEE ThEE 2A
SRR THE(QWave TCP-In)  HEHEIEETHE =M 4
“EHEREE THEE(qWave-UDP-In)  “HRHEIEE THES A4
= o .
O BHER TR ABRE (TIPS, EHERaR T P L B )
< > < >
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vpn 135 EtE

=4 RS EETEN) BiELREL ) eRE SR St mEEs

s dnam 0
gy NZEEI(P): TCP w

WS (M e

MmO (L) : e oE i W

(el
Rl 80, 443, B000-5010
miEE O (R) [Hig=f 1w i

Rl 80, 443, 5000-5010
Internct IEHEE B (ICHP) R

[ o | = || o

&l 5-5-6 ME Bl Ktk g

A HEE BHARFIRA A 64/212



o

KR EREA

rhfiE K EDR&DNS&URL& VPN =354 R 4i-F 168 v4.8.4

<~

@ Fx
O HSEmp
S et

| @) [Emer |

2227 iy

B gkt
@ REMEHETRR
sk

FREIIH

© rE

S NI

AFIBRT BB EIENE) AR, 2z
FiRE A AT,

BN AT
R

= 122.9.14827 ikev2

Windows Defender [ X1
TEAFME FAT, BETH RIS,
@

ENER
TEAFEFRAR LRSS N,

LR AR, ETERIT AV F RIS e
AORAR.

FiAh, JERT A OGP FTE FT A M L B EFTR.
4) TEHZEBEL CAES

XF T IKEV2/OCSERV/SSTP VPN ik 5 ZLAE1%EH: VPN #2358 1F VPN
AR 552800 CAIETS: 20 “2.2.1 Windows RERIEB RN .

SNEI)E, A HEi4T IKEV2/IOCSERV/SSTP VPN %5, B AR RE W

5-4 Fi7Ro

FER: R IKEV2 VPN A 7%, iHfE “Remote Access Connection
Manager” R ETEH, WK 5-6. WA 2%, A LIS S 2R 55/
W RN “EFHAER” , wPLEE Windows Hik.

EO S SRR R A
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iz HEl »=nn
< RS ()
Remote Access ER - HA  HE BEEE EF:H
Connection Manager @:Plug and Play it EEET ES) i
S PNRP Machine Name Publication Service L. Fah IR
LIRS & Portable Device Enumerator Service 3., Fafh. AHE..
EEAERES &Power EH.. EEHET ) ...
&.Print Spooler ZER... IETEET Bz TRHbE..
fik: @ Printer Extensions and Notifications MERR-.- Fap ...
BEMXSTENS ‘Q-Problem Reports and Solutions Control Panel Support AR Fa5 AHEE...
Internet SRELBITIRMAEAT & Program Compatibility Assistant Service tHER... TETBE(T B3 AHEER..

ESHEIEAREVPN) - qpcore Senvi B, EEET ) ...
o MEERIIRS | e =

MRS QL veservice BSPA.. EE) ...

SIRETSEET, £.QQMicroGameBoxService B.. EmET B85 AHEE...
E.QQMusicService QqQ.. B ...
©:Quality windows Audio Video Experience ... [EEET F TRHERR...
S:Remate Access Auto Connection Manage 7

SR Desktop Configuration
‘Z.Remote Desktop Services R ES) PILERR. .
&:Remote Desktop Services UserMode Port Redirector .. Fa AiEE...

B 5-6 5 TKEV2 VPN A [r iR %

TR

IKEV2 VPN %% ik 5 M) fa, 48 % & VPN B4R~ 10. 32. 0. 1 J9 DNS fiit
4%, {H Windows [1J DNS #Xifj£x[F]Hf A VPN B FPEE N - bk, Rkt
SR ER A N A WIS 5, T 5 & Stk ISP 255354y, BIAELE DNS 75 1 )
W, T LB IE A E AR R (¥ DNS RS #8, Blln: 1.1, 1.1, MAH
8.8.8.8, HUEHMIFRITA DNS lnssas A RE 10.32.0. 1, {H W VPN E# )5, X
B DNS 54 B, LLBURRIOT, PTLAZE chrome WS84T PP TAB, —
AN “https://www. google. com”, H—HIN “chrome://net-
internals/#dns”, ZX% www. google. com [IfFAT K /& 75 77 4E DNS ¥5 4.

FANEE] LU VPN B LR K 10. 32. 0. 1 f) WEB. Socks fCHEAR 55 %8 E M,
ik DNS figbfritiad VPN BB AR R by, IX PRSI AT DNS HtER, VAT DNS 15 4
T, T HATREEK IKEV2 VPN /R H BRI N % & 1k .

Windows T~ & VPN 485 % J i /7 7L [F R/ DNS itz 3] 3, "TLAZ2% Bk

5.1.2 CISCO VPN Client Z3 Rf#H

HR: CISCO VPN Client B{FRW S EAM:, HETCAAHER, BIMRASHE
F|Win7 R4,

B Cisco VPN Client Windows ¥ff T #isk

B TR
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http://download. ascensionhealth. org/cisco vpn client/ (G&#t 32 {78k 64 iz —)
http://download. ascensionhealth. org/cisco vpn client/vpnclient-winx64-msi—5. 0. 07. 0440~
k9. exe

Win10 %M T :

http://cisco. techygeekshome. info/windows—10 (%)

http://blog. techygeekshome. info/wpdm—package/cisco-vpn—client—fix—for-windows—10-

package/?wpdmd1=1372

N#JIf 2235 CISCO VPN Client ®Ath, XFF Winl0 RGLIETE HE 34T, K
iZ{T WinFix. exe. DNEUpdatex64. msi. CiscoVPNClientFixx64. exe, HAKGTFE
=

S

72% http://cisco. techygeekshome. info/windows—10.

FIZ4T CISCO VPN Client #f4, #4&& “C:\Program Files (x86)\Cisco

Systems\VPN Client\vpngui.exe” X4, fEFFFmun K 5-7 Frrs.
& status: Disconnected | VPN Client - Version 5.0.07.044(C — | b4

Connection Entries Status Certificates Log Options Help

2 A L
Commect Hew Import Madi frr Delete CISCO
Cotmection Entries | Certificates l Log l
| Connection Entry | Host | Transport
121 42 51 234 121 42 51234 IP8ec/UDP
192. 168. 1. 56 192. 168. 1. 56 IFSec, UDF
4 | 2

Mot connected.

B 5-7 CISCO VPN Client ®fth 3% 11
s “New” 24— VPN 8z, #HSHE D, WK 5-8 frx.
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@ VPN Client | Properties for "121.42.51.234" X

s e Entryl|121.42.51.234 i

Description: |

Hostl 121. 42 51. 254 I

buthentication lTra.nsport l Backup Servers Dial-lp l

ol
cISCo

(¢ Group Authentication (" Mutual Group Authentication

Hame:

Password:

Confirm Fassword: [

(" Certificate Authentication

Hame:| J

[ Send Ch Certificate Chain

Erasze User Pazsword

coc

& 5-8 CISCO VPN Client #fihZ&%aE 1 1

WIKIEE &+ H, &Ja it “Save” #4]. HH Name #23HE “groupl”,

Password #41HE “myPSKkey” .

A “Transport” TAB, “AJi% “Allow Local LAN Access” iETi, &

Ja i “Save” #%5H, WIFE 5-9 Bk
@ VPN Client | Properties for "121.42.51.234" X

Connection Entry: [121.42. 51. 234

TIMIT
cisco

Dezcription: |

Host: [121.42.51. 234

Authentication Baclup Servers Dial-lp l

[ Enable Transparent Tunneling
I(: IFSec over UDF { HAT / FAT )
{~ IPSec over TCF TCEF Fort: (10000

IW Mlow Local LAN Access I

Feer response timeout (zeconds): |QD

Erase User Fassword

I Save I Canecel

B S BB R AR
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& 5-9 CISCO VPN Client #8510 2
RE S, WEH%H, #EHPAEER D, 0 FE 5-10 fiw.

@ VPN Client | User Authentication for "12... X

The server haz requested the following information to complete
the user authentiecation.

vliei]i, Vsername: |iD|31|

Cisco

Faszword: |

0K | Cancel |

B 5-10 CISCO VPN Client #AFH A AEE D
ENIERIRH P AR, &R e EE 0% H, FEILA NAMES
FEEbR R BB bR, A EE s o B bR S I, i “Disconnect” AT
.

5.1.3 ShrewSoft VPN Z23& & {di FH

B ShrewSoft VPN Windows % P B F T 2kt s

https://www. shrew. net/download/vpn/vpn-client-2. 2. 2-release. exe

NEJF A% ShrewSoft VPN {4, #HEL CISCO VPN Client #ff, HAE
Win8/Winl0 R&G T AN HRE 7 Ah 2 3e4h T WA LUEAT, =2 % P ft.

LRI, A FE R )& PE B A —T0“ Shrew Soft Lightweight Filter”,
WAL RS A BEIEH A ShrewSoft VPN &, 0 F Kl 5-11 Fir.
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U LLEM i X
ME  H=
AR

& This Qualcomm Atheros network Controller connects ¥

Wl . Microsoft FESEFiE “
O T Microsoft MEEHTHEHTEIN =

T3y Mware Bridge Protacol

[] T2 DNE LightWeight Filter

[ % virtualBox NDIS6 Bridged Netwarking Driver

vl S Shrew Soft Lightweight Filter |

0O %P qos LasmitIEs

(D « HEEEEIOHETARETER 110 WEERE b

IS ER MR (O):

ZE(N)... =1 (V)] [EHER)

b=
SRR ENIAE Microsoft PSS LATERE.

& 5-11 ¥ 5 ShrewSoft VPN A ))&k
X S ) “VPN Access Manager” F2FEISF, XA d X2 “C:\Program
Files\ShrewSoft\VPN Client\ipseca. exe” Xf4, i&4T ShrewSoft VPN ¥,

FERP EF - R & 5-12 firos.

) VPN Access Manager — O X
File Edit View Help

Modify  Delete

121.42.... 192.168...
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& 5-12 ShrewSoft VPN #f4F ¥ % M

HEZEANSHE % E, T FE5-13-1. 2. 3. 4. 5. 6. 7. 8. 9 firns

VPN Site Configuration X
General  Clent  Mame Fesolution  Authenticatic 4 | *
Remote Hosgt
deress Part
12142, 500

Auta Configuration ke config pull w

Local Host

Adapter Mode
I Uze a wirtual adapter and aszigned address Iv
FTL [ bkain Automaticall

1380 Address . . .

Metmaszk | . . . |

Save Cancel

& 5-13-1 ShrewSoft VPN #f{hS%E 1 1

VPN Site Configuration X

General Client  Mame Resolution  Authenticatic) * | *

MAT Trawversal Port
F.eep-alive packet rate Secs

IE.E Fragmentation enable ~

kaximum packet zize Bytez

Other Optionz

Enable Dead Peer Detection
Enable I1SAKMP Failure Motifications
Enable Client Login B anner

Firewall Options

MHAT Traversal

Save Cancel

& 5-13-2 ShrewSoft VPN #f4ES%i% 10 2
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VPN Site Configuration X
General Client  Mame Resolution  Authenticatic 4 | *

DMNS  wiINS

I Enable DMS Qbtain Automatically
Server Address H1 . . .

Server Address #2 |
Server Address #3 |

Server Address #4

Obtait ALtomatically
DMS Suffis

Save Cancel

& 5-13-3 ShrewSoft VPN #{4-Z%% 1 3

VPN Site Configuration X

Client  Mame Resolution  Authentication  Phase( 4 | *

Authentication Method I Mutual PSE + Xbuth I e

Local Identity  Femate [dentity  Credentials

|dentification Type
k.ey ldentifier e
F.ey 1D String

Save Cancel

& 5-13-4 ShrewSoft VPN #f4ES¥i% 11 4
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& 5-13-5 ShrewSoft VPN #{4-Z %% 1 5

VPN Site Configuration X

Authentication  Phase 1 Phaze 2 Puolicy 1l

Authentication Method | Mutual PSE + =Auth w
Local ldentity  Femote Identity  Credentials

|dentification Type
Ay w

Save Cancel

& 5-13-6 ShrewSoft VPN #{ESH(% 11 6

B A E EHAR A IR A

VPN Site Configuration X

Authentication  Phase 1 Phase 2 Policy J1[C

Authentication Method | Mutual PSKE + 5buth w
Local Identity  Femote [dentity  Credentials

Server Certificate Autarity File
Client Certificate File

Client Private Key File

Pra Shared F.ey
ssssense I |

Save Cancel
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VPN Site Configuration X
Authentication  Phazel Phase 2 Policy 1r

Propozal Parameters

Exchange Type w

['H Exchange auto o
Cipher Algorithm auto o
Cipher Key Length Bitz

Hazh Algorithm auto w

K.ey Life Time limit 86400 Secs
KeyLieDatalimt | 0| Kbytes

I Enable Check Point Compatible Yendor (D I

Save Cancel

& 5-13-7 ShrewSoft VPN #4851 7

VPN Site Configuration X

Luthentication  Phaze 1 Phae & Policy 1l

Fropozal Parameters

Tranzform Algarithm auto ~
Tranzform Key Length Bit=

HMAL Algarithm auto v
PFS Exchange dizabled w
Compress Algarithn dizabled -

K.ey Life Time limit 3600( Secs
KeplieDatalmt | 0| Kbytes

Save Cancel

& 5-13-8 ShrewSoft VPN #ESH% 11 8
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VPN Site Configuration X
Authertication  Phase 1 Phase 2 Policy i1t

|IPSELC Paolicy Configuration
Puolicy Generation Lewel auto “

[] Maintain Persistent Security Associations

Ohbtain Topology Automatically or Tunnel Al

Remote Metwork Resource

Add b adify [relete

Save Cancel

& 5-13-9 ShrewSoft VPN #5805 11 9

Hrr, K 5-13-4 11 Key ID String #2HE “groupl”, K& 5-13-6 1 H] Pre
Shared Key f21H5 “myPSKkey”, & 5-13-7 H1[¥) Exchange Type i%&# “main” i%
Wi. fefarii “Save” ¥#%Hl, RAFIXE.

R A G, A EAR, S P OIEER T, a0 B 5-14 Fios.
% VPN Connect.. - X

Connect b ebwark,

config loaded for site 121.42.51.234'

Credentials

Username 81001 |
Password || s eeseee | |

& 5-14 ShrewSoft VPN Zf4H FHAEE I
YN IEWA K 4 F35 0D, S “Connect” $24Hi%EH:, EENRIGEEE R
7~ “tunnel enabled”, FidF “Disconnect” 24 H WriZeds.
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5.2 Android %% & E IKE VPN

5.2. 1 FERGHNER IKE VPN & &

B 22 81 245 TPSEC VPN 5 B R
http://www. trustcomputing. com. cn/help/cn/dadi/ikev2/android ipsec.h

tml

5L RGN B VPN 485 84 TKEVL VPN B TPSEC VPN, {H# A TKEV2 VPN
(12+), T HAEA SRR FHL/ RGATAE W B, v DL EAH AN RE SR 4L 1P,

HAARBAE 0 NPT PR HZE4 CAET LR VPN 8, I 4

BGOSR HE T SR S, AT R (%4 CAIET.

N TAEEPATIF RGN VPN Arbllr, FEAE “il” wE, B “IRIRE
GRZARFFIN 8T 327 1R T
1. TERZEEES CAES

XFF TKEV2 VPN ([ PSK) 5 EEAE 442 VPN Hij ¢35 VPN I 45 2% CA iEF5: 7]
DAIE A A R B U 557 S 2] CA RS, AT RL@N (quickmark
APP #14 —4Ef, I chrome MIMIHY) 7EL FHMT1G2], BAEUHS%
“222 RERGHIERRA.

2. B VPN &E#

D sl et “w%E” Bbs, #EN “RE” U,

2) piili “HEE” I, g “CTCLMML” U ;

3) mih “VPN” Ii, #EA “VPN” TU[HI;

4) RUHIREB “UIN VPN 47 324, d3E “YniE VPN 287 TUM, K IKIA
R INZ, Hd, 283 TPSec Xauth PSK T, IPSec FRIRFFIAE“ groupl”,
IPSec Tl B HIAS “myPSKkey ”, %5 [PSec VPN R RETLILSEIL A 5 S VPN %
B CHnSRAELE VPN B BON A B B, AT I “ BoRmguEm” 775, 15 “%
REEL” FEIEE “10.32.0.0247 , M T R ME DNS k&, HEREIE
Fe B SRR ) WIFT BYRS 2 B it 2 P 45 )
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5) o “ORAE” H%Hl, R “VPN” B

6) F i VPN I, g A A YGEE H, SN PSR, gl BLUESE VPN
T

R 5-15-1. 2. 3. 4. 5. 6 oK.

. FEFIDTE

TR 46 @ BRI
Y WLAN NETGEAR13-56 BRI

BF %4

LINK+

mEEE RFHEAELR

BE VPN
@) s=ERig RS

8=

==
B EmrRS

Fl 5-15-1 B 5-15-2
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VPN 48 VPN R
-
| §. AnyConnect po
. OpenVPN Connect aliyun ipsec
m strongSwan VPN Client e
e gichild
IPSec #RRHF
IPSec FiH=4A
myPSKkey
RrERIER
o BWH #F
- =
R VPN RS e
B 5-15-3 /& 5-15-4
VPN EERERaliyun ipsec
aliyun ipsec ):: 1o

BEMAFEEHBIHT Xauth BHISIER IPSec VPN

[ -
§ AnyConnect

=B
m strongSwan VPN Client

1
_ *1H# %
-+ = | — | ?
10 VPN RIS =m ’

& 5-15-5 & 5-15-6
& 5-15-A % H. R4 H i) PSK IPSEC VPN % &
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KAGATT LLEHE “TPSec Hybrid RSA” Wi, FHJoaEEEeds CAED, AFRZ
A LR B s

<& 4RiE§ VPN P48 & VPN
E=t o -
| 193.112.106.187 ipsec2 I
149.129.128.68
%gg IPSec Hybrid RSA
193 12tp1
AR5 a8l
193.112.106.187 193 12tp2
IPSec CAE$ 193.112.106.187 193 12tp3
-y . 193.112.106.187 ipsec2
IPSec BiS SR IES = VSIES B TR S SHAKIER IPSec VPN
B PEIR raw 12tp
BV R1F -+
D0 VPN [t

& 5-15-B ¢ 5% H 4 #) Hyper RSA IPSEC VPN ¥ &

5.2.2 strongSwan VPN client ZZ3% Jf¥i FH

B strongSwan VPN client ZZHEEAF N #EEHE

https://play. google. com/store/apps/details?id=org. strongswan. android
https://apkpure. com/strongswan—vpn—client/org. strongswan. android

http://www. trustcomputing. com. cn/tools/strongSwan VPN Client v2.3.0. apk

strongSwan VPN client #ff/& % s R4t F 15 11 TKEV2 VPN % F i 4K 1F
AAWLEIE. PR FrEE S T HIEIIRE
N#K strongSwan VPN client #f, %3E)5, AdiEIMH strongSwan VPN

client 2 BfF, 1847 strongSwan VPN client 4, #iPd 5-16 fiso

B A HEfE B ARA R A A 79/212



AR ERES th i A Hh EDR&DNS&URL&VPN 7438 G- F 1 151 v4.8.4

strongSwan = OpenVPN Con.. B

B 5-16 I A strongSwan VPN client % B4 E bR
AR E I REE 5-17-1. 2. 3. 4. 5. 6 fis.

ADD VPN PROFILE = 3 &« aliyun SAVE CANCEL

121.42.51.234

IKEv2 EAP (Username/Password)
i002

CA certificate

Select automatically

aliyun

[C] show advanced settings

& 5-17-1 & 5-17-2

B S BB R AR 80/212



AMZE EREE v #38 KHs EDR&DNS&URL&VPN 74545 A%l 515 v4.8.4

< CA certifice Import certificate

8 CA certificates

Status: No actiy View log SYSTEM Reload CA certificates
(c) 2005 TURKTRUST Bilgi iletisim ve
Bilisim Guivenligi Hizmetleri A.S.
TURKTRUST Elektronik Sertifika Hizmet Saglayicisi

192.168.1.56
Server: 192.168.1.56
Username: i003

aliyun
Server: 121.42.51.234
Username: i002

A-Trust Ges. f. Sicherheitssysteme im
elektr. Datenverkehr GmbH
A-Trust-nQual-03

AC Camerfirma S.A.
Chambers of Commerce Root - 2008

AC Camerfirma S.A.
Global Chambersign Root - 2008

AC Camerfirma SA CIF A82743287

Chambers of Commerce Root

AC Camerfirma SA CIF A82743287
Global Chambersign Root

ACCV

ACP\/DAI71

K 5-17-4

8 ADD VPN PROFILE ¢

Status: Connected
Profile: aliyun

< CA certificates

SYSTEM USER IMPORTED

dadi
DADI_CA DISCONNECT
dadi

DADI_CA 192.168.1.56

Server: 192.168.1.56
Username: i003

aliyun

Server: 121.42.51.234
Username: i002

& 5-17-5 ’l 5-17-6
K] 5-17 strongSwan VPN client ZEEF 5
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ZE RSN strongSwan VPN client #f4 BAR K B i PRk a0 R

1) &4 £ “ADD VPN PROFILE” #4, 7 HME O FRKEAA
7, ®Ja A& “SAVE” 1%4;

2) It chrome WIWids T#H &K B4 4 CAIEH, URL KA
“http://121.42.51. 234/myca. crt” iXff, BRIRESH “2.2.2 RERGH
EFFAN” NE:

) mais b B B, 8 “CA certificates” Wi, WA

toriy B g, 9% “Reload CA certificates” B, FIUIHE| “USER”
TAB, AJLLE BTN T HTHIIETS

R[] 2 FHE, mias VPN AFK, mlm] DL VPN [, 38 5, sid“DISCONNECT”
Fiel, IR VPN gz,

ER:
1. RATREALL VPN BONBRNR G, 1 A R EEEEE 10, 32. 0. 0/24 REFULM
2, WIATLAZE “YRorBEiE” 1) “Custom subnets” FLHIEHE “10.32.0.0/247 ;
2« WA PRIk T R, EITGVEE A S, T ESRAE T  HTRCE AN
€ 1P (10.32.0. 11 ATAA @) P EHTIR 5 i
3v N TEEFIH I RGN VPN Aflr, 5%
D A2 “Hih” BB, B CRIRN IR A& ORFF 25 4 7 16T
2) FHVE X —NH RNV E R BINH, Aibe H3VEH, EF G817
3) MRLFHLIHECRER:, BN, sidy “ACQUIRE WAKELOCK”, RIFIEH| 1
session(wake lock help) . BtI, NHEUF LARKRIG Gia1T, B HASICH.

5.3i0S 4 & E IKEV2 VPN

Bi0S &4 IKEV2 VPN % & =151

http://www. trustcomputing. com. cn/help/cn/dadi/ikev2/ios ikev2. html

i0S ARG N ik E TKEV2 VPN I FEHG AR T
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D) s s “ B 7 B, Wl A SR, A R VPN
SR, WERCAH T VPN RE, WTEL I VPN SEHI;

2) MAEAU TR “Whn VPN BLE...” SR, IEFERAN “IKEv2”
B¢ “IPSec”, FiAN “HiIA”. “RF A7, “ImAE ID”. “EH CHP AT, CEE”,
Hrp, “HR$A87. “imiE ID” 29 VPN IRS52510 IP 2idii44, 1PSec 1 “#4H”
/& “myPSKkey”, Fisidifi AN “5ER” 4240

3) MRS AR ST AAR, FEFEI R N EIF e CAUET, &%
“2.2.3 i0S REMIEHIN” ;

RIE] VPN FUI S, A% VPN 4R, Bl CORA” B CORER” FFOR.
TEW T 2HE 5-18 Fras.

L o8 T jpad® 17:05 100% -
g i wE <iEm VPN
Spotlight 8%
T Handoff S3RiX#IRIR W
FERER NETGEAR13-5G 265 T BIR NETGEAR13-5G
BF RH BF %
RENTHEE
® =a ® #x
B saeo S (Cloud A B musn
R [EERARI st
BRERE iaRs BR5HE
2 Sie/ [ ¢ 4
0 == KEOITT iPad RiPREY i i @ ==
@ Touch ID 5&%3 B 581 Touch ID 5%%3
[ — (=30
O wx SR O wx
i oiged —— iTunes T&BEMNES = iCIOUd\‘
@ iTunes Store 5 App Store VPN SRR @ iTunes Store 5 App Store
B waltet 5 Apple Pay &M Boifing Stikong Hulian Compute: B wallet 5 Apple Pay
) we. @Rz, 85 i 6 we @Az, 85
23 S
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aE <ER VPN

¥R 4§ VPN B
FEBEM ~ NETGEAR1I3-5G
BT i dadi

A VPN.. [ @
® =n

ELTL Y
i

BRSRE
HidgE

@ ==

@ rouchio sEB
0 =t

O wx

VPN BCE...

a iCloud
iTunes Store 5 App Store

Wallet 5 Apple Pay

M et mns AR

HUH

B

ARS8 121.42.51.234

i ID

£

BrER

[GES

en

bl

B 5-18 i0S A % T #7# IKEV2 VPN i#

6 Cisco AnyConnect VPN & P ik B

6.1 Windows &4 T i& & Cisco AnyConnect VPN %& Fif

OCSERV VPN Z F g 8 F 4 #f & “Cisco AnyConnect Secure Mobility

B PSS EARA R A
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Client”, & A& CISCO /& JF & B & ¥ 89 VPN B P om B, R st 3t

BWindows 223 & ] Cisco AnyConnect VPN 7755

http://www. trustcomputing. com. cn/help/cn/dadi/ocserv/windows ocserv

.html

W R: Cisco AnyConnect VPN ¥ # &k f5, wREREE T R RE, UK
WA R REHATEE.

Cisco AnyConnect VPN Windows %% /7 um 4 4tf 1 2k 45

https://software. cisco. com/download/home/283000185

https://www. itechtics. com/download-anyconnect-4-7/

T I 223 Cisco AnyConnect VPN 2% ik, SCAFE4254L “anyconnect—
win—4. 7. 01076—core—vpn—predeploy—k9. msi”, X ii &M “Cisco AnyConnect
Secure Mobility Client” F£J5 B #F, XF R SCAF & "C:\Program Files
(x86) \Cisco\Cisco AnyConnect Secure Mobility Client\vpnui.exe”, &3+
FH & 6-1 Frw.

% Cisco AnyConnect Secure M... — .

F‘.v.='_adyI to connect.

I121.42.51.234:43 I e I Connect I

Bl 6-1 Cisco AnyConnect VPN %)%k 44 3= FLif
T NMEF g N VPN RS 2838 4488 1P Mouw I, EPAE 505, Had

“Connect” %4, WIRAFH S A 23 CAIEP a3 &S a0 1,
T 6-2 Fise.
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% Cisco AnyConnect Secure Mobility Client P
ﬂ Security Warning: Untrusted Server :
Certificate! h

AnyConnect cannot verify server: 121,42,51.234

Certificate does not match the server name.

Connecting to this server may result in a severe security compromise!

5 CHDISINED L

Most users do not connect to untrusted servers unless the reason for
the error condition is known.

I Connect Anyway l Cancel Connection |

K] 6-2 Cisco AnyConnect VPN 2% 7 i {245 5 1
i “Connect Anyway” #%4H, A AEEH 1, a0 ME 6-3-1 Fias.

% Cisco AnyConnect | 121.42.51.234:43 X

% Flease enter your Username.
Username:l|ﬂm I

K] 6-3-1 Cisco AnyConnect VPN 2w P AUEE 1 1
N4, B “OK” $&4l, SR GER T 2, W RE 6-3-2 Fias.

% Cisco AnyConnect | 121.42.51.234.... X

% Please enter your password.

K] 6-3-2 Cisco AnyConnect VPN w4 P IAUEE 1 2
I, S “OK” 4, WA LR CAUE &S E I 2,
K 6-4 .
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% AnyConnect Downloader X

A Security Warning: Untrusted Server
Certificate!

AnyConnect cannot verify server: 121.42,51.234

Certificate does not match the server name.

Connecting to this server may result in a severe security compromise!

Most users do not connect to untrusted servers unless the reason for
the error condition is known,

I Connect Anyway Il Cancel Connection I

& 6-4 Cisco AnyConnect VPN %5 i ifF 245 5 1 2

M “Connect Anyway” #Z4H, WR—VIIEWR, VPNIERE, MFFREIH
T AR,

WA SR, WHERECSPEE, AR A NARERAE, &
Pt NI “JRYE I, 7550 SR B 11 g s <R AR 55 K B ORI P b
i, FF “Cisco AnyConnect User Interface” Wi E AN “F7, XFEHLAILTE
SR A RRER, T 6-5 fin.

= B2#E
803 Bk
55 .
HRIERERE
L E SRR
RIFRIThAS
@ == 0| %@
=15
TigeamE LIS © & P
- RS AESE

&l 6-5 EFEAEAT 554 L BIoR VPN R 7 B4
At i Cisco AnyConnect VPN 20 /s AR SSAZ B b, SR, R
&l 6-6 fr7s.
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Open AnyConnect
~  Show Connection Notices

VPN

|

About
Quit
A~ GE Em T«

B 6-6 Cisco AnyConnect VPN 27 i 80 45 422 B bR S 56 B
EH “Disconnect” WUEH VPN iEHz, %% “Open AnyConnect” FJHFFE A
[, WK 6-7-1 fiir.

@ Cisco AnyConnect Secure Mobility Client - x

cisco  AnyComnect

Virtual Private Network (VPN)

Preferences Statistics Route Details Firewall |Message History

11:21:38  Ready to connect. % Cisco AnyConnect Secure M...
11:26:07 Contacting 121.42,51.234:43,
11:26:32 Connection attempt has failed.
11:28:08 Contacting 121.42.51.234:43.

11:29:36  User credentials entered. I o VP

11:31:08 User credentials entered. Connected to 121.42,51.234:43,
11:31:08 Establishing VPN session. ..

11:31:09  The AnyConnect Downloader is performing update checks. .. ] :

11:31:09  Checking for profile updates... A
113009 Checking for product updates. .
11:31:53  Checking for customization Updates. . 00:10:38 TPus
11:31:58  Performing any required updates. .

11:31:58  The AnyConnect Downloader updates have been completed.
11:32:03  Estabiishing VPN session..

11:32:03  Estabiishing VPN - Initisting connection. ..

11:32:03  Establishing VPN - Examining system...
11:32:03  Establishing VPN - Activating VPN adapter...

11:32:07 Establishing VPN - Configuring system...
11:32:07 Establishing VPN...
11:32:07 Connected to 121.42.51.234:43,

Bl 6-7-1 Cisco AnyConnect VPN %%/ um#ift 3= Al Mz B &
i “Disconnect” &4 1B ) VPN iz, iz, MU GEEEERT L,
P13 “Message History” TAB, WA HEHIEH ERIEE.
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% Cisco AnyConnect Secure Mobility Client - X

afuafn
CISCO

Preferences Statistics Route Details Firewall Message History

[ start VPN when AnyConnect is started

Minimize AnyConnect on VPN connect

Allow local (LAN) access when using VPN (if configured

Disable Captive Portal Detection

[ Blodk connections to untrusted servers

B 6-7-2 Cisco AnyConnect VPN % v 42 $ i 1
N R E R T, T B Preferences ZHH I H A%k “ Allow
local (LAN) access when using VPN(if configured)” I “Disable Captive
Portal Detection” JEWi, 40 b K 6-7-2 Fiis.

N T B5IEALEL ) DNS V55, ARIKFTIT “PEHIHARN\MIZE A Internet \P4%
¥ $2>Cisco AnyConnect Secure Mobility Client Connection> & 14> ¥
Z&>Internet PMMARCA 4 (TCP/TPv4) >JE VD> m 08 HER R4 (Metric)”, ¥ “H
R R “17

VPN iEH )5, N T Reik VPN BEHIRZE (10.12.0.0/24) PR E ZumREDT 1)
AN RN TP, WA By KHERng, B Kb, BE “mPBkE” h
IS0 CNSEREI 7, AR ) CARHL TP Mk W BN “10.12.0.0/247, 5%
5-5-6 7 o

OCSERV VPN %% i Joikize £ VPN B 1, U AEHEs2 VPN 554 T K I ER
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6.2 Android %4 Ti% & Cisco AnyConnect VPN X i

B2 2 248542348 ] Cisco AnyConnect VPN 734
http://www. trustcomputing. com. cn/help/cn/dadi/ocserv/android ocserv

.html

Cisco AnyConnect VPN ‘5L P i A N 8 ik s
https://play. google. com/store/apps/details?id=com. cisco. anyconnect.
vpn. android. avf

https://dl. xxshe. com/cisco anyconnect/com. cisco. anyconnect. vpn. andr

oid. avf—4. 0. 05062. apk

"Rk CISCO AnyConnect % Flim#ift, 223 )5, M5 HE I CISCO AnyConnect
T EFF, 384T CISCO AnyConnect 2 /i #icft, & 6-8 Fim.

AnyConnect

B 6-8 1A [t CISCO AnyConnect &2 F i A4 Bk
AR E TR NE 6-9-1. 2. 3. 4. 5. 6. 7. 8 FiN.
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e AnyConnect a SREIEIN...

& mhRm SRANSRAY VPN ..

AnyConnect VPN
B ERE o

&
iz

FAER..

& 6-9-2

& 6-9-1
Q) iEizmER

LI
i e

MRS esttuht :
KIgE [121.42.51.234:43

AR . B
BN ERIEBINIEE

& 6-9-3
& 6-9-4

e AnyConnect

8 ENERR

AnyConnect VPN
EMTFFEE —

i Cisco AnyConnect
121.42.51.234:43

L BE IRFTE

. . AnyConnect F;EIIESHS:
FRER. .. 121.42.51.234:43. 2&E(ELsE?

A\ FBSRSESHFT .
&| 6-9-5 A\ FBRERTERE.

BRAETREBSRERE, SWASHAFHTSE
ERITMEERIIRSS S

BH FHER i

K 6-9-6
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AnyConnect

AnyConnect
Please enter your password.

S

Please enter your username.
HR&: |

c001 [ ] @7%E0,

BUiH

& 6-9-8
A 6-9-7

Bl 6-9 CISCO AnyConnect % L% P bt #514 Si 1

ZEZRLG T CISCO AnyConnect 2/ i B BRI B AR fliR U T -

D s “OEE” B RS DR U VPN R T,

2) TERNE Dbl “ RS AEHbE” 00, FESE I L RN IR S5 #E 1P K
ik, FELVE S MR, FaRd i Hdl;

) REIFEFE, sl 07 HRHL, TEUH IS b R C4ReR” 4%

Hl, fEZJEME OB P ARSI A kT el sy LA
VPN 1, EilJ5, miy “OF7 $%4H, 1B VPN EE.

Ak, A AR ZEIE R

sk EFEA L JTH - PR, BRI “i2WrT T, PR —
W COGREMRGUHE” W, HYIRE] “ RS0 TAB, WILLEAE “EOERE .
“BREER” M CITAEER” HEE

OCSERV VPN %% 7 i Joikik £ VPN B i1, B3 VPN 55 & T A K
N T AEE AT I RGi0 VPN A, 752
D AE “Hil” BES, M RIRI AR 2 R FF 25427 LI
2) PHVE R —N A s EBE—R B, AMEE HaE R, L8R E G817
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3) FHRFHLIEIRESR:, FRBINHA, &S “ACQUIRE WAKELOCK”, BIRIEZ| 1
session (wake lock help) . BEHS, A ELA] MAREGE 61217, BB HEAS KA.

6.3 i0S &4 & E Cisco AnyConnect VPN Z i

B i0S #4593 (i f] Cisco AnyConnect VPN 774l
http://www. trustcomputing. com. cn/help/cn/dadi/ocserv/ios ocserv. htm

1

Cisco AnyConnect VPN i0S %%/ i 4 1 %t 432

https://itunes. apple. com/us/app/cisco—anyconnect/1d392790924

T# CISCO AnyConnect & ' im#kF, %485, M5 mH A CISCO AnyConnect
FEFE R, 1847 CISCO AnyConnect 2% P usift:, il 6-10 Fixs.

B 6-10 [ L f# CISCO AnyConnect i0S %% F' i it K o
Ak E iR E 6-11-1. 2. 3. 4. 5. 6. 7. 8 Fimse
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AnyConnect VPN %%

@ Eu=Rm

AnyConnect VPN

WNIN VPN EE ...

-

PEZ £ p

A
i

m | A

HARER B ER
&P

®E

& 6-11-1

RiN0 VPN &3

tER

RS 23Hht 121.42.51.234:43

& 6-11-2
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RIPENRE

AnyConnect

FEEORSE

BEinE

& 6-11-3

@ = ERm

AnyConnect VPN L
EiE 121.42.51.234:43

FHEER BRTFFER

EO S SRR R A

st e
BE LN FE OB 55 38 C

VPN FIPS &z C

Please modify Settings only when instructed by your system
administrator.

& 6-11-4
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TMEEMBRS 2
AnyConnect F&3EITE S5
121.42.51.234:43. 2T EHLE?

BGH

FARER

SR IIE

Please enter your username.

P&

& 6-11-6
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SR

Please enter your password.

& 6-11-7
8 =n=mEm
AnyConnect VPN () HhEp ) S
Eix 121.42.51.234:43 FE LF FME(EHIRR S 22 C
HHER & VPN FIPS &3 C
B Please modify Settings only when instructed by your system

o administrator.
2R
*F

& 6-11-8
B 6-11 i0S &4¢ K CISCO AnyConnect %/ i 4K {4 S 1

i0S &%~ CISCO AnyConnect %% vy AF AR B B FERR I R

1) mili 7y “ERE” W, FEATLE Db sl U VPN R T

2) FEBHIEIE D rhi ARG 3% TP K1, LU S Fee, Hadis b
i ORAT” L

3) IR F G, sl CFR” HAL, TERRHE S E O Rl A A
O FL, R RS E D OGH “BRIEAMEAR RS A eI

4) FERMADE O, Fafd “TFoR7 8, 7RSI i Ot <4k
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SR YL, A2 R IR R B N P A4 AR S e A A R A
BRI DAERE VPN 1, E G, s “IFoR” $74l, B VPN ER.
OCSERV VPN & o Joykie 8 VPN BE |, HEEF252 VPN AR%5 28 N R I H

6.4 THRZHEER CAIEH

AN SRANEAE e B v IIE P55 11, DU 75 B AE %+ OCSERV. VPN ij %2
% VPN R 45 #5110 CA IEF5 (A1 IKEV2 VPN J:—% CAETS, H IKEV2 VPN Efki%
B, BARGERAERAES % “2.2.1 Windows BERERBSN” . “222 %
BHRGHAEBSAN” M “2.2.3 Windows REMIEBEN” «

CA IEP SR LR R 8k URL 2R http: //121. 42. 51. 234/myca. crt "IXF¥,
Windows TIEF 2242 “ARMIFEH”  “ZEEIRIEBIENE” TUHH.

VER: EHOUNIRS AR S T B SRR S, WAL R E
A4 CAEP .

7 PPTP VPN & P iniX B

7.1 Windows %% ~iZE PPTP VPN

BEWindows #ig PPTP VPN % & =1
http://www. trustcomputing. com. cn/help/cn/dadi/pptp/windows pptp. htm
1

R

1) A7 4 Windows 85 /5, VPN BB, FEAEUER R« HjE
EH g, AL “ RVFTHRENOCH B T IR o mT DU I e R e
HE s B Windows N B 1) VPN $k 5 BENLE 2 H ik 5, Bf A L2 AN,
& T J0 AR ST B d - eI 1 T

2) Windows A & i) PPTP VPN iEH D e, W s HIIE R ZALEA 1E 14K
PRi%E, f#H Proxy SwitchyOmega Jdif4 1] Chrome X Vi &8 AN 525200, GniR B E
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I, P2 R VPN SR E A,

3) B PPTP VPN JE#E0R 4 18 FH VPN BB /E MR R BRI SE, I
W, RIS VPN RSS2 A 4 R AR SS, T MKUCHT T <42 il THI AR \ P 268 A
Internet\W %4> [PPTP B D JEM> M4 Internet B RA 4

(TCP/IPv4) >JEME> O TETFE M 48 - AE FHERIA I OC” FHHUH .

4) T B IEA L E R DNS V54, MRIRATIF “IEH MR\ 25 Internet\ K4
LIRS [PPTP SERE 1D B> M4 > Internet PMIARA 4 (TCP/TPv4) >J@ > k>
B A (Metric)”, ¥ “HBIRA” SUk “17.

PLR A Windows XP ABIMSIEE, 2 fFIEH %X Windows 10 fJTRH
I “WegiERE” w0, WK 7-1 fros.

% MR
FHE HEE FEO R

@t - © - 3| Pun
Hiflk (D) | @ FsEIZER:

A rEE
9 BEFEHNRAFE
@ g_ﬂg{ Vindows BF:ki5E

HXER
b FIREEER SRR

HufEy

O FEHIEHR
3 FR4ERE
AU
J AT

HHs L

R s
FEILAE

B 7-1 “WBEL” H0
W O ME R WL I ERR S E O, Wil 7-2 s,
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HEEERS
W EEERS
B S R

s JEEF| Internet.
o SEEIIERME, PSRRI,

» BE—TFES R,

Eiid, FBEG T

=R

W72 sTE&EHERTHFC

W T b7, MBIMRIERRSAE I, Wl 7-3 P

RIS
FISE R KR
A G

(O %¥3 Internet(C)
IEEE Internct, REEEELE LI web ERRNEETFAR.

®

/ﬁ%éu—"ﬁﬂam*ﬁ (R }ﬁﬂsﬁ VEN), IXFEREHT L ERESEE BT
A a

O BERERDRDAME (B
EER T IE R ES N R AR, SERE TR

ORESHEE(E)

A¥#O, EOmrsendEEEEIEEE. SREkTEIFEEETE
BSTIERE.

KEt=#@|TFT-2F®>] [ ®H ]

B 7-3 MBEHERANE o

EPE IERR A TAEISFTIMNLGS” I, $% “F—27, MM EREE I,
WK 7-4 s
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FHEEEDS

R R
IEEEE TR S i SFsERE?

BT A

OF 33z 301))
RIiRHIRRIEE mdersE, sl sR ek S F M (15DN) BEiEEEE.

or _— 5
1HF EE U S A P2 (VPHOIEIT Internet ZERERIFLE.

K@ |FT-tw>] [ =W |

B 7-4 M&EEED

W “ BT HMSOER” T, % “ b7, HMIEZEARE H, Wil 7-5
I

HEEFE S

EEE
EEEER G TR RREE SR,

T T EER A E .
AE]E (4)
Network

B0, 5 LRGSR TR S S e S EE RN R S #E .

Kt—#®|F2Fw > [ = |

B 7-5 HHLME D

EINMIEREZRR, Blin: Network, 4% “F—337, HMIUIWIGZEREE D, W
K 7-6 Fiws.
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FREEE RS
AT
Windows A LLSEREIAC IR T OIENT.

Endows TR ENEEC AL B23EE Internet EHE A RIS MIRE

O BaiRIkaRERE ) -

KEt—#@|F-fw > [ =E |

B 7-6 wihEEE D

— IR R ARG ERE” T, 7R —287, HBL VPN RS #s 1P Hubb R 1,
e 7-7 s

R P
VPR BE#ER
VPN FRE SRS IRt A

B EEEERTEATTAER 1P ik,

FHEEE IP Htk (FI90, microsoft. com EE 157.54.0.1) (H):
192.188.10.1

(KE—#@|T-ftw>] [ ®E |

B 7-7 VPN R %2 1P ik % &

IONE TR ) VPN RS 28 1P bk, % “F—47, HIZERE D, wE
7-8 Fi7mo
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FEEERS

IEESERFEEERN T

HEREREE T IEEFENSR:
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(10.8.0.0/24) W& Zomaevy ) AN RN 1P, W LA BB K hE g, A
FRTA HIBG k8, FELE “ s & Fasin “ NN, “AE R 1 “ AL 1P
Mkl #HE A “10.8.0.0/247, %K 5-5-6 FiiN.

R, ASERREIEIT/E OpenVPN BERL IP ERYSGI, AL 0.0.0.0 k
(oo 1, Biln: 10.8.0.6:139 XAERIR T, FWLLAH CMD 4 “netstat —nao

| findstr 10.8.0.6” &F .

8.2 Android &4 & E OpenVPN Z& Pl

B ¢ 21 2 55 %235 48 ] OpenVPN 775151
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http://www. trustcomputing. com. cn/help/cn/dadi/openvpn/android openv

pn. html

OpenVPN % FL2% P i FCE TR B %
https://play. google. com/store/apps/details?id=net. openvpn. openvpn

http://www. trustcomputing. com. cn/tools/ net. openvpn. openvpn 1. 1. 17. apk

1) ZRHM
T % OpenVPN Connect % i ff, %305, s OpenVPN 17
K55, i 8-6 fian, 54T OpenVPN Connect %% i dict:, Wil 8-7 Fiw.

B QA

EE B4 FHBRSS  OpenVPN Con.. OpenVPN for A..

&l 8-6 [ [ OpenVPN Connect ¢ 5% ™ i 434
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OpenVPN Connect

OpenVPN Profile:
121.42.51.234 [vpn3] ~

Username:

& OpenVPN: Disconnected

Connect

Your Secure and Private Path to
the Internet

https://www.privatetunnel.com/

VPN Solution for your Business
http://openvpn.net/as/

OpenVPN is a registered trademark of OpenVPN
Technologies, Inc.

K] 8-7 OpenVPN Connect Z¢ 5728 ' i ¥4 S 1

2) bR B

£ Windows THIFFRIEAS, HAMLE https://wx. qq. com, HIL— 4k
s FHFHLEFME, BRRXA4E0, N WEB FHfl, HAEHAum “x
PSRBT BT, F i T 7 SO IERE, FE4TIT B SO AE B e # S 1B 2
GFI) ovpn SEFRCE SCIF, BAAZETFHL, WKl 8-8 Bk,
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@ T X
1 AHPELR (C) > Program Files » OpenVPN » config
CERE - ™ 0
MPC-BE x64 ~ EW
MSBuild
d o 3.auth
OpenSC Project (g] :E:s_;:pn 2016/9/14 2.. SSLVPNEE.
OpenVPN
bin
config
doc
Oracle
Process Hacker 2
Reference Assemblies
Servyoulnstall
SSLVPN
Synaptics
TAP-Windows
LIFS Fxnlnrer
SHEN): | 'vpnd.auth” “vpn3.ovpn® | | v
o] =

& 8-8 AL & AT
HATIF RS 1 “ SRR BT, 2 ml G STIPNIA AR s, midd

Etﬁ%“?\%, WeFEORAE, BV RDREEC B SCIF EAR BT,
3) TIFEE

FETFHLE) OpenVPN Connect % J i #ctb o, ,ﬁfﬁﬁiﬁaﬁﬁniﬁilﬁ?ﬁ%ﬂ,
TP RS ESE “Tnport” T, ZE42i%$EE “Import Profile from SD
card” i, 41l 8-9 P,

121.42.51.234 [vpn

Username: Import OpenVP Import Private Tunnel Profile

Preferences OpenVPI Import Access Server Profile

@ OpenVPN: Dis 121.42.5
Add Proxy Uternan

Connec
Add Shortcut Import PKCS#12 from SD card

Import Profile from SD card

Your Secu
the Interne

https:/ww
More...

VPN Solution tor your susiness

http://openvpn.net/as/

Show log file

OpenVPN is a registered trademark of OpenVPN
Technologies, Inc.

& 8-9 kM B

ENXHRG T, P “/sdcard/Download/WeiXin” H3, FHkFELALR
ovpn A4, W& 8-10 Fiis.
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OpenVPN Connect

Please select .ovpn profile to import

ocation: /sdcard/tencent/MicroMsg/
Download

./
.../

B da_1474441066429.jpg

B vpn3.auth

B vpn3.ovpn

& 8-10 #ffjE e &
4) EBREH

iR [A] OpenVPN Connect 2 /7 s {4 32 5T, sl “Connect” #%4H, 0
—VIIER, el LLEER T, Wi 8-11 fis.
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OpenVPN Connect

OpenVPN Profile:

B2 OpenVPN: Connected

Disconnect

Connection stats:
Duration 0:00:27
Packet received 7 seconds ago
Bytes in 9.98 KB
Bytes out 5.76 KB

Connection info:
IPv4 10.8.0.6
User s001
Server 121.42.51.234
Server IP  121.42.51.234
Port 443
Protocol TCPv4-via-HTTP

Your Secure and Private Path to
the Internet

& 8-11 OpenVPN Connect %% ' it {1 432 i Ty

N TAEEFFTIT RGN VPN ANy, T 208 7 AE BT IT RGN VPN A i,
T
1) 76 “Hih” WES, B CORARE G AR 4SS 1T
2) FHER—NH BN EE-—KBINH, Aibw A3 EH, E8&F a7 E 81817
3) THFHIEARSAE, HBINM, it “ACQUIRE WAKELOCK”, RIR[F&EZ| 1
session(wake lock help) . ULET, SZHERTLAREFS Gig1T, B A2 KM

LERG T 2.6+ AL OpenVPN APP, 75 E4F 5 ¥ B A HEAN 2.3 BUA 1)
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M55 28Rz, FERE ) nlc & XA
cipher BF-CBC

data-ciphers BF-CBC
data-ciphers-fallback BF-CBC
[@if, OpenVPN APP 75 B Fe 75 PE 15t &
1 BB SRS 2.3 A (B J5—1) (OpenSSL Legacy)
2) TLS HEFRARZ TR CGF—T0
Y& fi H 2Z i OpenVPN APP, 5% OpenVPN Connect APP

8.3 i0S &4 % E OpenVPN & i

E10S 24245 A4 F OpenVPN 7747

http://www. trustcomputing. com. cn/help/cn/dadi/openvpn/ios openvpn. h
tml

B1i0S R4 A% OpenVPN it & 3 1754

http://www. trustcomputing. com. cn/help/cn/dadi/openvpn/ios itunes. ht

ml

Bl OpenVPN i0S % F'umifh FaistEsE (£X)

https://itunes. apple. com/us/app/openvpn—connect/id590379981

HEE ) Apple 1D [ iTunes Store 5 App Store, i %k OpenVPN
Connect %% F'¥ii App. HAKITFEN:
1) £ 1i0S k& b, iy “WE” Sl E “iTunes Store 5 App Store”
T, B “Apple ID” BAHE, W0 OA S RS, FHASEE XK
FRCEN, K 8-12 fin, AR, AT LAR D) R E XK 5
2) {E “App Store” FHHEFR “openvpn”, #EFE “OpenVPN Connect” App
TR, WK 8-13 FiR;
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3) 77T “OpenVPN Connect” App, HI&AAEATEL & SCAFIS, Wil 8-14 Fok;

4) FHHELER: 10S B4 A PC/MAC, F4TFF PC/MAC ¥ iTunes #fF, £
B T7 R AR, s e I BB - B I, £ R TRV AE Hh R 21 9 i Open VPN
T, A6 A THE A e S NSO A - 7, AR 3 R0 T A H R B 945 vpn. ovpn
LA vpn. auth PIANSCRE, P eidy “RI” 424, &l 8-15 Pk

5) £ 108 e b, FTJF “OpenVPN Connect” App, A HLESCIFRS, ridy
AR “+” S, i 8-16 Fin;

6) WHERER, A “Connection” EIFRIEATIERE, WK 8-17 fim;

T CUEEERRIIE, A “Connection” EIFRMITTFIER:E, 1K 8-18 fix:

FIREth AT DA “ B S sy “VPN” 5, FAdifid “OpenVPN” 15t
ITERAWOTHRAE, k]l 8-19 PR,
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iPad & 17:18 R 71% B> #
wE iTunes Store 5 App Store
Q ®E
Apple ID: | |
TR ( BBRE

F&BEM  NETGEARI3-5G
BETFHNTE

BF 117 -
VPN SR —

® &=

B s

) mHsE=EN (

@ =x O

BE T AR RS EMWINTE (SRHEWE) .

MR
HRIYAIRIF
BREMA @
Eg A @ ARG EERBANASRBHER. WRIBEOMENN
FRIERIERFR RN,

ER5EE

B4R

EE

Touch ID 5%
o it

M

iCloud

hust888@icloud.com

B
@ iTunes Store 5 App Store

Wallet 5 Apple Pay

& 8-12 B -VJ# Apple 1D

iPad & 16:10 % 73% W

iPad Only~ AnyPricev All Categories~ By Relevance~  All Ages~ = (%}

Related: battery boost> crystal> opendoor> opera mini web browser> spotlight> battery percentage> save battery >

“ OpenVPN Connect openVPN-KZ % 2% "
. OpenVPN Technolo... - FoBRiR & vpn A GET
ookt i (313)

yu zhonghua
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K] 8-13 App Store HEF#k I14¢3E OpenVPN Connect %) ¥iii App

iPad ¥ 18:01 } 77% 8> 4

About OpenVPN X Help

WELCOME TO OPENVPN

OpenVPN requires a profile (.ovpn file) to connect to a server. Please use one of the
following apps to import a profile:

m Import your Private Tunnel profile. Go

0 If you are importing a profile from an OpenVPN Access Server, log into the
’ server using Safari and click on "user-locked" or "autologin" profile.

Go

n Using iTunes Sync, select your device, go to OpenVPN under the "apps" tab,
and drop your .ovpn and related cert/key files into the file sharing window.

— If you receive the profile as a .ovpn attachment in the Mail app, you can open it
“~—  in OpenVPN (Note: this method is less secure).

@ More Help...

MORE FROM OPENVPN TECHNOLOGIES...

m Private Tunnel -- Your Secure and Private Path to the Internet

OpenVPN Access Server -- VPN Solution for your Business

OpenVPN is a registered trademark of OpenVPN Technologies, Inc.

&] 8-14 OpenVPN Connect 2% ¥ App F1fl (ICECE SO

0- . = .
“»» @ @ D C—

R WEE STV 2E0 WES MM

ol = =1 | E #3iPad

] gyiPad B ) venauth 4 KB 2016/11/28 11:58 A
7% Em4 LB () ven.ovpn 4 KB 2016/11/28 12:03

o= - AcePlayer

e o
'A 2 @ GIF Viewer

&%

Hes SEZEE:

[ el sE

© == {(@9): intoLive

M Es

[CREe Kindle

[OF==1

nes

3

s 7
— *) PRER=EIFAR

mes (P}
HEE

E i‘: RD Client

1 m

¥ 00 SREF rotch

£ mnEs sketches pro 4 o | &=

L gaEs > =
[ em xmssm = -m$lﬁﬁl

& 8-15 ifid PC/MAC %) iTunes ®A4[F#:/ FA% OpenVPN i B S04
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iPad & 18:17 R 79% > 4
About OpenVPN X Help

WELCOME TO OPENVPN

OpenVPN requires a profile (.ovpn file) to connect to a server. Please use one of the
following apps to import a profile:

m Import your Private Tunnel profile. Go

0 If you are importing a profile from an OpenVPN Access Server, log into the
)¢ server using Safari and click on "user-locked" or "autologin" profile.

Go

fj Using iTunes Sync, select your device, go to OpenVPN under the "apps" tab,
and drop your .ovpn and related cert/key files into the file sharing window.

— Ifyou receive the profile as a .ovpn attachment in the Mail app, you can open it
~— in OpenVPN (Note: this method is less secure).

@ More Help...

NEW PROFILES ARE AVAILABLE...

@ 1 new OpenVPN profile is available for import. @

121.42.51.234/vpn m—
External certificate profile W @ ‘

MORE FROM OPENVPN TECHNOLOGIES...

m Private Tunnel -- Your Secure and Private Path to the Internet

Q OpenVPN Access Server -- VPN Solution for your Business

OpenVPN is a registered trademark of OpenVPN Technologies, Inc.

& 8-16 OpenVPN Connect %3 App FL CH LB SC4F)
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iPad 17:56 » 76% >4
About OpenVPN Help

(3) OpenVPN Connect

121.42.51.234/vpn

Profile s g
External certificate profile

Certificate Q None selected

User ID &y 002
Status @ Disconnected
Connection

MORE FROM OPENVPN TECHNOLOGIES...

m Private Tunnel -- Your Secure and Private Path to the Internet

m OpenVPN Access Server -- VPN Solution for your Business

OpenVPN is a registered trademark of OpenVPN Technologies, Inc.

B 8-17 OpenVPN Connect % /i App Frifil (&)

iPad 7 WPN 17:56 % 76% 0 4
About OpenVPN Help

@ OpenVPN Connect

121.42.51.234/vpn

Profile i .
External certificate profile

Status }«ﬁ Connected

Connection

CONNECTION DETAILS

Duration 0:00:09 Last packet received <1 second ago
BytesIn 2498 KB Bytes Out 16.06 KB -
VPN IPV6 VPNIPv4 10.8.0.10

User s002 Client IP

Server  121.42.51.234 ServerIP  121.42.51.234

Port 443 Protocol TCPv4

MORE FROM OPENVPN TECHNOLOGIES...

m Private Tunnel -- Your Secure and Private Path to the Internet

Q OpenVPN Access Server -- VPN Solution for your Business

OpenVPN is a registered trademark of OpenVPN Technologies, Inc.

& 8-18 OpenVPN Connect %% /¥ App J1f] (i)
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iPad & 17:57 $ 76% B4
%8 VPN
Q BE
VPN B8

e e
YFE

e HEEA 121.42.51.234/vpn " #ITIERE, LM “OpenVPN" L
.

FEBEM  NETGEAR13-5G

B e . 121.4251.234/vpn ®
= [ ®
?I?ud ®

® =&xn
B =
MR

A0 VPN B2 ...

P’ 8-19 W E-VPN Fii
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9 WireGuard VPN & P B84 g

WireGuard I/ BJEC E XA B FE IR A A M H SR, NS AMTE
3 WEB HIP 17 LK WEB WEB AR i 55 88 AEAN VPN 2 7 i A IE TS K o

— B mIERE Y, H T E SR S  FAE R T TP R RS 2, X
FERT AR 1Bt

A WireGuard VPN & imdk 5 iidl, € RIRATH], W %3 [FH
— K-S AREFI SR AORRE, 75 E ARG, BESAY]. RS R

¥

9.1 Windows &%t Ti& B WireGuard VPN % Fif

EWindows %348 F WireGuard VPN 77541
http://www. trustcomputing. com. cn/help/cn/dadi/wireguard/windows

wireguard. html

EE:

1) 2N T 4 Windows 815t f5, VPN HZIWiTT, FFESSEMN R« f ik
B JRYE, AAE RN R R DA YR - SHAME TR E B U
WEr:, HAkZ2%. http:/ltrustcomputing.com.cn/bbs/viewthread.php?tid=1806

2) WireGuard VPN R 5, Wi 1B & 7AQEE, ) 1E 3525455k
Az AT iR

E WireGuard VPN Windows %% F' Ui A T #0552

‘BJ: https://download. wireguard. com/windows—client/wireguard—installer. exe
http://www. trustcomputing. com. cn/tools/wireguard-installer. exe

TunSafe: https://tunsafe. com/downloads/TunSafe-1.5-rc2. exe

http://www. trustcomputing. com. cn/tools/TunSafe—1. 5-rc2. exe

1) WG
NI % EE VPN & Fum s, W smi VPN f2FEfF, 1817 VPN &7
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S, IR TE Windows A AL R HE VPN 27 Eir,
9-1 fliz o

0
GaWM A~ B

K 9-1 {E5F:H ) WireGuard VPN 2% Ebx

WA B, MRS E SR, AR g a T AR a3, %
Pt T Bk I, AR ORI B R IR R S A R AL E A
Wi, ¥ “WireGuard: Fast, Modern, Secure VPN” T BN “H”, XFEEHLA]
PAFEAR 42 LR A o BRIl 9-2 Fr

« &=

03 E#h

= HUEIRME

Ll xi? SRR

N FERIThEE @ I;' D {9:.?
=15

st ERExARESRER

B 9-2 FAEAE S E R RE P BT

N T B IEABELR) DNS 155, ARIKAT I “PEHIHAR\MZE AT Internet\ %%
B> [WireGuard D B> > Internet WHMARA 4 (TCP/IPv4) >JEM>
GO E (Metric)”, ¥ “HBIERA” BUk “17.

2) RIS A

s WEB FI /1], URL 42 https://_IP_Imy, 55— & S £ iafiE 0L
B, ZJE, £ CHpP>O47 T, &F 4569, WK 9-3 fian, IREEA
B R —4EnD, s CFEETT SAlERGE A AR T 4ER, HA
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 Z4ERD K R WireGuard VPN % i E SO, SRS — RN
xxx_ip.conf, M Windows JJ¥Ea% T &80 R EHH A AE R R EEE
e, SUA R P AER.

- > BR>O0%
B il | ¢ wnekEEey 8, neupERES HPONETHES
BO%

wO%

BEHOS

WireGuard 2§ KSH1wbFdma4FXVOZ4yVsoSwnrdS/KOUGL4uOxm3uen3E= ]

WireGuardFAig QGVOAYhhdhDYSIsmpSOBXXkWOgWnxi TzFol T)VEAC2E= = EREPE

1y 1-' .:I'I‘._;;I-.‘-- x

SIaoh i g
& 9-3 T # WireGuard VPN % F uii fic & SO
3) SAREXHIFER
WireGuard B 75 % /" b ‘3 NFC B SCAF IR 42, A1 9-4-1 PR Tunsafe %1
o NG B SO IRERE, WA 9-4-2 iR,
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€) WireGuard

togmEmE - X |

[] #E=sEE.. (B

MRHENREE... Ctrl+-0

- |

BE HF
I kkk2_wg = kkk2_wg
uuu_wg T 2T
yyyed_wg

288 WmtaZmm3jpQZhFOLuSel/NpMzSlg3hilZrDnMxr3tw=
R 10.9.0.10/24

=
4248 23KtmChBPSxMEIEdShaWpRgmsVgBbtoxkhdvdEzanws=
FEIFEYIP: 10.9.0.0/24
Fim:  120.92.16.207:52021
EEEDERE s

FEE I

x

Ctrl+MN

EO S SRR R A

B 9-4-1 WireGuard B 5% 7 i FL1Hi

138/212
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TunSafe - -

File Options About
Import File...

Browse in Explorer

Edit Config File

Select Server...

Generate Key Beir innection to the WireGuard server,

Exit

D: 0.00 Mbps (0.00 GB) U: 0.00 Mbps (0.00 GB)

Bl 9-4-2 TunSafe % J" S i
1. WireGuard B /7 Windows % " i CEAE H F kb & 423 TP Mt
(0.0.0.0/0 8¢ 0.0.0.0/1, 128.0.0.0/1) W}, ¥#FH ¥ VPN BR55281 1P {55 %
HALEE (netstat -nr BF), {HRE VPN BEIE, FIRES S E VPN IEE )5 7%
(RN VPS A5 %), AT LA TunSafe 25/ i B BB RN R
“DangerousScriptExecution”, &%

http://www. trustcomputing. com. cn/tools/wgclient. reg
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) WireGuard

BE HE
iiwg =0ttt wg
t_kr w9 ciEs
@ttt wg 38 ByrweDv+PN1£255lgiRZ pSpXhavROjswihHBOESbDBE=
uuu_wg R 62378
wgl_w
9 ik 10.9.0.10/24
yyyed_wg
BRI (D)
TR

248 ERKFznbtGAkWioOBTZ3ITFEWjnz2ghbHOHpYcMevFe=
PRI P 10.9.0.0/24
Wi
EEEEERE 22

TiE: | = 0 BEIE 116 KB

MRS, BUURER 0, W BTN, BHIREH EERE, REA
G BB E SO, PR

2+ INRZBTHEEFER VPN JRS5 & RINTCILFFIERE, 00 MK VPN Bg A2
H R, FIRES B a4 T, I 2 e VPN R

3. WireGuard B /5 Windows & ] 3 A ANGE 8 ] PreUp. PreDown g4,
{H TunSafe Windows % ¥t & AT LLMIE “Options>Allow Pre/Post
Commands” JETURH; BE W BIEME “DangerousScriptExecution”, &%
http://www. trustcomputing. com. cn/tools/wgclient. reg

4. N TREFIRTEEZ NS S (25), WL A E 77 WireGuard VPN
% P Al Tunsafe 257 b [F] I JEFE AN IR S5 2%, R VPN REU 1P sk A —
FElAT: BE R EIEME “MultipleSimultaneousTunnels”, 3%
http://www. trustcomputing. com. cn/tools/wgclient. reg
4) YwiEHC E S

PNETT R P oI e, sy “omiE” Hl, o G B SO g AR T AE
Wk 9-5 FTR

“[Interfacel” KE'F, “PrivateKey” 2%/ infhE], “Address” &%
o R4 TP Hidik, “DNS” &% ;3 DNS 454, wl I kMa5H0H .

YER: WireGuard VPN %5/ vt B SR 1) DNS IS5 280018, AN
“8.8.8.8”7, FEFLIRI/MEM “DNS = 7 {H, MRAF MG EBER A6

A HEE BHARFIRA A 140/212



AMZE EREE w4138k H EDR&DNS&URL&VPN Z54 R 40-F 1 155 v4.8.4

o WA VPN RS S RERLM A TP (BN 10.9.0. 1) 1F4 DNS 4525,
TRAF M IR BB &SRS, DNS EMTHF 100%:E VPN F%iE, AT DA% TSP [ DNS 75
gy, (HAARE FEME NS ; Witk VPN EiE 5 A Re L, AIHEZ DNS k252
Tt TEBSCHRAITIER DNS RS54

“[Peer]” RFKT, “PublicKey” EMRFEHAH, “AllowedIPs” 2%/ i
VPN #%H1, BT VPN B3 Uy ] 14 E bk, 2 VPN B2 50 (¥ 26 Fh 0T,
A AR 75 SR 48 /N B L, i, R DL SRR i RE AL TP R F) I B
(B9 10.9.0.0/24), XFERA DA 1 BBl , R EHE: VPN Uk
554 TP ML VPN % i TP P28 5206, “EndPoint” 2 k5% ds Hiuhil S i
(UDP #110)

| f.) WireGuard — O x
| BE B
() kkk2_wg| ‘m HEEEE *

] uuu_wg

! yyyedwi B 00: [dk2_wg
{ 538 P): [kJmtameSJnQZhFQLuSes.mwzelqﬂzrbmxriﬂw-

[Interface] |
PrivateKey = 2BjjRzYPMItGSpEB2g90j4mugQKQnwGltBABSDKedHE= 2 Pl FARH
Address = 10.9.0.10/24 ZE VP
| DNS = 8.5.8.8 DNSHES:E

[Peer] P ﬂ o=
PublicKey = 23KtmChBPSxNEIEdShaWpRgmsVgBbtax9kM4vdEzanw= 2 E
AllowedIPs = 10.9.0.0/24 VPNEZH] Eﬁ‘ﬂglﬂht i

Endpoint = 120.92.16.207:52021 JE222&itbhit. #E0]
! PersistentKeepalive = 28

! ICrze 1| ww
{ [
bwEE | X|

& 9-5 il & At

5) BBy kAN

VPN iE#J5, 78 VPN R4 RVFRIRTHE T, 4 7 el VPN B4 (B
910.9.0.0/24) W T AmBe i i AN L 1P, 7T LABLE By KBEF, 3
FRTA HIBG k8%, FRLE “ gl & im0 7, “AE IR (1 “ AL 1P
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Hoht” BN “10.9.0.0/24”7, %K 5-5-6 i~

F BEIERE R T 7E WireGuard VPN REHUL 1P _Ef3 11, T A2 0. 0.0. 0
s, Flhn: 10.9.0.10:139 IXFERER I, LLH CMD 74 “netstat -
nao | findstr 10.9.0.10” &H&.

£ WEB HAFTTR “%I” A, n]PAEE A7k 5 1 Wireguard P2P

VPN/Mesh VPN HEBEfS B, sk il BIRF N8 (B REESMIFET “W6 &/
A INED, X8 “H P44 itself. bat”, IEHLACBSCIEAN 25 L
PSS, R4 A 3 SN, W05 alE H el PC B VR B

B MIEAT I T xxx_itself. bat 3G, BUARL P2P VPN/Mesh VPN,

> AR>ER
TE-E— w02 _ N
258: VireGuard| &5 B B2H
VireGuard VPN: . 9. 3.0 7.3 55 udp
o WireGuard ¥FN SVIF: 10.9.0.1 (WEE, DNS, SFTF, WEEFROXY ...)
mpsRE WireGuard VPN + SNAT: 10.9.0.0/24 => 10.9.0.0/24

¥ireGuard VFN: Mesh VPN

1 (’ WireGuard VPV\E zstnet kSCxoCKnBkWhbIM= VHstOKXaYt/4aBvDFbwkWZd07iZ3hKO56ZtZRVYQ
74gCpmV+g0+ctncydFQycE6AVWYNmnPMtHIITim3bjyS1e

Downloatt mesh VPN config 'yMYnjVi9cSxdM8sLwaW6A/szEdfi0jdUWAEF1p4N+W3CZ0R
JrW2ACXNY9qZe10x85NosUn90piDGRyO/vcuSyCIpoAI0BI3Svz7BQPOTh+XCosauT
Uu2gQ2k7FrA==

Windows &, bat #bALFESCHNEJG, #HoAd “ LUEB A RIEIT 7. bat it
AR PR ST A A B B B PTHAT SO zstnet. exe 75E R IF45 DLBPAEAR & PATH
FEE—ANHFKT (Bl c:\windows &%), THIMULZ:

http://www. trustcomputing. com. cn/tools/zstnet. exe

Linux &, bat ftALBESCAF N E)E, & EHMAT sh xxx_meshvpn. bat”
AR Linux MHREFLLZIRKMAIEAR RS, bat fHLALB AR H B AT $4T 3T
40T /usr/bin/zstnet, FAMEALELTE, THHMULZ:

http://www. trustcomputing. com. cn/tools/zstnet

9.2 Android 24t & E WireGuard VPN X Fif

B 2 25 R 55203548 F WireGuard VPN 7547
http://www. trustcomputing. com. cn/help/cn/dadi/wireguard/android wir

eguard. html
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WireGuard VPN % 5L P b R4 T #0 e F2

https://play. google. com/store/apps/details?id=com. wireguard. android

https://apkcombo. com/zh/apk—downloader/?q=com. wireguard. android

https://play. google. com/store/apps/details?id=com. tunsafe. app

1) Z=EHHMSF
F# WireGuard VPN & Fum#k 4, 235 )5, sSths e WireGuard VPN 2
FE, WE 9-6 B, 84T WireGuard VPN & P ik, Wi 9-7 Fios.

3“0 ™

WireGuard TunSafe VPN QuickMark

B 9-6 S0 L[ WireGuard VPN 22 52 F ik
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WireGuard
ksyun
web
B s\mEuxEsa
T s
° /7 Faam
B 9-7 WireGuard VPN ZZELZ P i 4 S
2) FAREH

A PR EESANRE

s N ARSI, R R T4, FESRWEB PR, £ CH D
M4 TUEN R 5 A BCE SO 4, R e, 7R3 H 0 1 i A&
SRR, BRSNS
B) bR E A

i FH FHL Chrome WY (AERGHWMIEI) BFH/ATIS, £ “HPo0
A7 U R R0 i 4R N AR E S, SO fRAF 22 /sdcard/Download”
HXT. 83, 7£ Windows NI FFRIMEREFH AT, £ “HP>HR47 T
RO I RS TR E SO, FS I E S, KRS I SRR B, JF
RA7 1, TS NAE https://wx. qq. com, HBL—A 4, FFHLE M5,

E Al E BEAGRAF 144/212
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RIS 4ERS, #EN WEB Ftifl, HRdiadm eI WL A
di A N7 RIS SR EIRT , AEST T SCAHE BB FEF B U ) xxx_we. conf FLE
A, EARETFHL, Wil 9-8 Fir.

K9-8 ALHLE i
HATHFHRAEH “ STUAERBE 7, ol T HFRIA BRI S, M

EL&J“I@?‘%, WeREORAE, B RDREC B EAR BT,
TP WireGuard VPN & im b, midids T A+ 5444, % “ T

BB SRR 407, FERH A E DR e B = IR, gk B FHLAS
i, 4k 9-9 AR,

B A HEfE B ARA R A A 145/212



o

KR EREA

rhfiE K EDR&DNS&URL& VPN =354 R 4i-F 168 v4.8.4

FTH 34
© ®=miE

M mx

|4

THARZE

D COL-AL10
AIF=ia: 3.65GB

= COL-AL10 Q,

Download

i

W | SRR

108 KB 200

ror] oo E ..

3275 MB 2020

F. .1
3 [ ]

‘ kkk3_wg(2)...

27/8B1HTH

5]
& 9-9 kPR E S

XM ARG, B “/sdcard/Download/WeiXin” H3¢, Fik#EE AL
conf XA, Wik 9-9 filfw, {EFRHE O b AL E SR 2 R, Bl S

AN E A
3) EEMRFH

iR 5] WireGuard VPN %2/ s P L5t i adi e B SCPF A R T k4%

H AR DR, AT DOERERT) 1, i 9-10 Fs.

EO S SRR R A
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WireGuard
ksyun [ ]
B 9-10 WireGuard VPN % i #44ZE 2 i Ih
R

1. WireGuard B 77 %/ Ui A4 AE H f k2 42358 1P #ikik (0. 0. 0. 0/0 8%
0.0.0.0/1, 128.0.0.0/1) BF, BAW VPN R4 1P (M5 E AL 2R, T35RE
VPN i, TJRe<> S E VPN JElJ5 7, 7T LAké TunSafe %% 77 Ui
2 N TEEFIH RGN VPN Rflly, FE
D A2 “Hih” BB, B CRIRN AR 2 R R 25 4 7 16T
2) FHVE X —NH RN E R BINH, Aibe H3VEH, EFnvrE 81T
3) FHFNITHARARS, KANH, sid “ACQUIRE WAKELOCK”, RIW[EEH| 1
session(wake lock help) . LI, SR LAORKRE G817, B A KA.

9.3 i0S &4 88 WireGuard VPN Z il

Bi0S £ %i%¢% % A$iF WireGuard VPN 7/

http://www. trustcomputing. com. cn/help/cn/dadi/wireguard/ios wiregua
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rd. html

B WireGuard VPN i0S 7 m# /N aidEdz (LX)
https://apps. apple. com/us/app/wireguard/id1441195209
https://itunes. apple. com/us/app/tunsafe-vpn/id1441020790

https://testflight. apple. com/join/63119SDT

EEHEEN Apple 1D &l iTunes Store 5 App Store, f F#k WireGuard
VPN % P App, HARIIFE NS L 8. 3.

127 PM 100% ExE

B 9-11 WireGuard VPN i0S %% ¥
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IZAT WireGuard VPN 20/ i App, W 9-11 i, midids T A+ S adl, ik
Bt GRS, FEESEWEB HP T, AR RO L B R A R E SRR
TYERY, AT 4R, FESH AR R NGBS A RR, BRSNS
G

& [A] WireGuard VPN % /i App 254, s ol o B SO A R TR T R 4%

H , WR—YVIER, S LUERESRIIT . 25 IE RS E>VPN B g
F. = H % B4 VPN, 1K 9-12 Fixs.

iPad & PN 17:57 } 76% B0 4

RE VPN

VPN 28

(9 s i

HE(ER 121.42.51.234/vpn" BHTIERE, 155 “OpenVPN" [
g,

i

4

=

Ttk BiEr NETGEAR13-5G

EF T e 121.42{.‘51.234/vpn ®

VPN VPN EEE ﬁlivun ®
cloud @

i 7o)

68 mwweo 00 VPN BRE...

MR

B 9-12 W E-VPN S
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10 SoftEther VPN & P iRk B

10.1 Windows &4 T i& & SoftEther VPN & Fif

BWindows 2% f# ] SoftEther VPN R4
http://www. trustcomputing. com. cn/help/cn/dadi/softether/windows sof

tether. html

ER:
1) Oy 74 Windows #i5¢)5, VPN BT, FEE R R« R
EEY JBE, Ak SRV RSB DA 2 s

2) SoftEther VPN £ # R hJa, WREREE T ZaRE, WK FEMRKE
HERAREHTESRE,

E SoftEther VPN Windows %%/ i 4tk #dk 4

https://github. com/SoftEtherVPN/SoftEtherVPN Stable/releases/download/v4. 29-
9680-rtm/softether—vpnclient—-v4. 29-9680-rtm—2019. 02. 28-windows—x86 x64-

intel. exe

HAET, LM 10S P SoftEther VPN % ¥ App, HAMAA Linux
MacOS 24t 1 W% v A

THIF LR SoftEther VPN 2/ i, Xl ST “Sof tEther VPN Client
EHTH” BB, SRR “7C:\Program Files\SoftEther VPN
Client\vpncemgr x64.exe””, iz4T SoftEther VPN & ' um Ay, FEF E A mUI T
10-1 flr7o
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=% SoftEther VPN Client 258

- m} X

FEEC) HiE(E) BA(V) ENEESRL) BEERG) I1HM #aH)
VPN EZEEER prd VPN Server A1 (i) EHHUB .. EHMEEESS
(= FENNETAD VPN IS
kg@121.42.51.234 BE 121.42.51.234 (53547 TCP/IP 55) w001 VPN

ENREEEREE e MAC stk =

VPN Client Adapter - VPN E=A 00-AC-FD-8C-91-54 4.19.0.9594

SoftEther VPN Client 27223 e 53 SoftEther VPN Client Build 9634

B 10-1 SoftEther VPN #f4F %im

W “ANmEre VPN #4E” T, Bl “H VPN EEREENL” Fo, w
THE 10-2 B~

@ ity N Server R VPH AR - EREREERE
W VPH Client hdapter — VPN
ﬁsﬁam.
BT VPN Server (F

’g‘ E#T VEH Server FRIFENEDS IF Mt ROS

4 0 S
srem ] ~| O ot FENESE ()
WO - FOTERT VP Server HEBHIMSINTES -
i e z.(v)l a1 | v T
WA [ >
AIER R E (0 UIEREND): (4R EERE
B 5L BT B S ST VPN Serverc Az o] \
SATHUERSEAE R
[EIEZEAN(T) . @ EiE TCR/IP EE (D () jai R S
O HITF RIS SiEs —
Ol socks (EIBRRSSiEHE(S)
CERREEE ® BRMEREEE
S eSS )
RS TR () 10f

[ SRR RS RIET )

AR w

EEEEESE RS 1% () P AR (SR8 VPR 725 (D)
EEHSIEERE | | SEhmih0 CIFZ A 115 1.0 EERED
Drarnsesn o e 1r Ht@E @ || W

Bl 10-2 VPN 340 & e It %
RAMNEFEREL, TNL. w5, AP 4. T8, Ldmo
5566, EMHB Z2RE LN Lm0 SWA R B EWH L, R/E
7 .

€«

44 A
& <

IDN
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R 43 0 3 B2 B i LBk & “TCP/UDP” , W R Z FonE e M I # T TRE
ZEREA MG, a6 Z ISP X UDP Ui & B T # 5E QoS PRI, Jhbt & B8 “35 0
=7 JEEE “ER NAT-T” &£ TU5 A, BIZEA UDP 7.

BEEREE, NE# PN EER, wREENA. A IERS, eT
RAEH TP i, T HE 10-3 fin, A& “KW” &4, REERE.

=2 SoftEther VPN Client &858 — 0 X
iE2(0) HiEE) B5V) SiiEEREL BRERS) TEM #FBH)
VPN EEEEER WE VPN Server 284 EflHUB .. ERFESEEE
(=) FEONARAD VPN iiE -
121.42.51.234 == 121.42.51.234 (53807 TCP/IP ) w001 ' |
Egh192.168.1.56 == 192.168.1.56 (E3&#1 TCP/IP Ei5) V001 VPN
e LRI ERDRR "VPN" & X
B ven 2zEE
sERY IP HElE 192.168.30.10,
EFEEEREE =S
W9 VPN Client Adapter - VPN I FAC) I 419,0.9594

SoftEther VPN Client E385%

£ VPN EtE: 1 BEF

N S 2
& 10-3 VPN &% ) &
s N [ETIORN 5 .
A sy VPN ESRI, SRS, W 10-4 Fs.
& Softtther VPN Client &55 - 0 X
HEC) FEO ZB(V) SNEESEL FeR©S) TR #H)
VPN EEZEER pre VPN Server EHIE(H4b) ERHUB .. ERRESERE
(=) AL VPN S - -
CEEllusigiEsnIcl .
Eg192.168.1.56 == 192.168.1.56 (B850 TCR/IP fﬁ“;;)%(s)m
Lo

BT (A)

JE{EFERY VPN Server(Y) >

i VPN iEZREN)...

SHIC)

BilEE VPN s =(H). .

Sl VPN EEigE(X)...

S VPN EEigE(P)... —
RS s MAC R
VPN Client Adapter - VBN EI=5] 00-A gmg

Ema(M)

fHE(D)

BHER)...
SoftEther VPN Client BT £3 VPN =B 1 I &3 SoftEther VPN Client Build 9634

& 10-4

VPN JEFZI 15 F.

e Wt T, BRI VPN IER.

EO S SRR R A

5% SoftEther VPN Client Build 9634
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N T B IEAN L) DNS 55, 75 EAZL Windows H SoftEther VPN F-K—“VPN
Client Adapter — VPN” Jg&14, “Internet Wpil A4S 4 (TCP/IPv4)” > “&EZkik
B R CEEERAEE Metric), ¥ “EBNRAT Bk “17.

VPN %8205, N T BELk VPN B4 (192. 168. 30. 0/24) A YIS K e Ty
o) AHLEI RESLL TP, W LA B By K G5, Jo3 BT A BB K&, AR “ e e &
HR I NS R 7, AR 7 1 “ARAL TP bk~ B D “192. 168. 30. 0/24”7,
%K 5-5-6 Fur.
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11 L2TP VPN B P igiX &

11.1 Windows &% TiZE L2TP VPN

Bwindows R4 F UL B4 L2TP VPN ¥ B 54
http://www. trustcomputing. com. cn/help/cn/dadi/12tp/windows 12tpl. ht

ml

Bwindows R AL L2TP VPN ¥ B R4
http://www. trustcomputing. com. cn/help/cn/dadi/12tp/windows 12tp2. ht

ml

ER:

1) Windows N &K L2TP VPN EFERIN G, W& HERk ZALE A 1E iR
MW, ] Proxy SwitchyOmega ffifF/] Chrome W WG ANZ 50, Wk E & B
RER, FFEPIGTA VPN EZ R BRI L2TP VPN JoFRAZ ™ 45 (R A R 56
JEYECA R N Bk H %4 CAIES .

2) A] DU I 2R G I Se B Windows Y B VPN 3R S BEHLE 30 E 301k
7, BRANLZERAN, &EHTICMESBE @ - TR ST .

AR5 % 2% “5.1.1 Windows10 A E ) IKEV2 VPN % &~ i1

“1) B3 VPN EE” 7y, TEMSARZE 5-3 “UWhn VPN IER” & b,
VPN RALES: “ff FH T =281 1) L2TP/IPsec” T, &% “fFHET
L2TP/IPsec” Wi(F]RETCVEIERE), K 11-1-1 Fios.
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VPN &%

EEERTR

HESSRaa FRaitiiE
VPN ZE8

Fit =

BRERM2

P& ((Rli%)
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JRiE VPN &z

TR, KRS,

R
1192.168.100.56 L2tp 2

i FEsge et A ]

192.168.100.56

VPN 284

RFP&(E)

" ICEERRTEREE

B 11-1-1 L2TP VPN EHESHE 1

Windows &%t N & L2TP VPN i FEH AN T

D BARXGEEA T A Mg ” Blbs, #H VPN FIER, ST TEmE, #i <M
2% F1 INTERNET” % [,

2) s BHOR) “WRIN VPN E4%” TH, HIL W VPN &% %1,
RN IEII A, BJa s “IORAE” T8, o “JR%% A FRaithhl” 2
FLLE IP 844, VPN AL “fi Wit =25 P16 L2TP/IPsec” T, Fiidt
ZEYIN “myPSKkey” , AFEIFo AL CAUES, B “AHHET R
L2TP/IPsec” Iii;
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3) WMsERE, ETHEBE L E

a) BMZEREIE, ERRIET “ %47 TAB Hi) “ S pigiE” Hed, &
B VP IR 7, H AR R T B SRR P (CHAPD” 3. 1
FNE 11-1-2 PR

S 192.168.100.56 [2tp1 EiE *

=S mEm  EE O OREE O HE
VBN ZEEI(T):
{5 IPsec B9 2 EEEIMUY(L2TP/IPsec) v
SEEE(S)
FHEINE(D):
oIS aE s LEE) ~
=t
O R EBAS G (EAP)(E)

EiER)

|® ripmmsemue |

(] == PAR) (L)
| U ESEFSGEEUCHAP)H) |
Microsoft CHAP Version 2 (MS-CHAP v2)
[] S=VEEsE Windows ZEEFEITERE, ME

B)A)

Bl 11-1-2 &k L2TP 4@ It
b) B8 Windows 10 MR, 134T NAT (% it AgEs:, FEHE S Windows
AR
REG ADD HKLM\SYSTEM\CurrentControlSet\Services\PolicyAgent /v
AssumeUDPEncapsulationContextOnSendRule /t REG_DWORD /d @x2 /f

2. https://superuser. com/questions/1298513/12tp—ipsec—vpn-

fails—to—connect—on—windows—10-works—fine—on—ios

B S BB R AR 157/212
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é_-/

¢) 1 TKEv2/IPSEC MRS AFAEEGE AT, AT LA#EH RAW L2TP R
W, A4, HEBBUEMER, R3] HKEY LOCAL MACHINE\
System\CurrentControlSet\Services\Rasman\Parameters, £ “#wiE” SZH.
b, By “FrE” > “DWORDAA” , 7E “H” HEH, BA
“ProhibitIpSec” , fE “HUEZHE” HEH, BN “17, RFHE “He” .
BHVE MRS, RS EHR AN, SR, R B B BIE S B
FAIHERAT, SEBR EAN TKEV2 (500, 4500/UDP) JEJM RAW L2TP (1701/UDP) ;
R, WREAFER “AEHTILE RN L2TP/IPsec” , HREMIR
“ProhibitIpSec” , FEHTHSNHHHL

d) N T B IEAER DNS ¥5 4, MKIRFTIF “HHlHB \M 2 Internet\
WX 285> [L2TP &8 ] D@ MM 2% > Internet Pl iRA 4 (TCP/IPv4) >J@H>
PO SE (Metric) 7, ¥ “HBNERS” S0k “17 .

e) VPN #EH: )5, N T HELL VPN B4 (10.7.0.0/24) 1&g
KL REAL IP, P LAB B KRR, JH R A T K, B “ ik E”
HEs N NSRRI, “AERIEC B CANL TP Mikk” BB “10.7.0.0/247, =
#1 5-5-6 Fi 7

4) UL ERBEBMGENRSE, 15 VPN ZIRBIBHAINERE AR, TEE
Bt e DL g, Mo ROT M R 424, T LOERE VPN T

1.2 RERSTEE L2TP VPN

B2z 240 L2TP VPN % B
http://www. trustcomputing. com. cn/help/cn/dadi/12tp/android 12tp. htm
1

GELZG N L2TP VPN HAR 3 B i FEfiid an T
D SRR R E” W, Had “EZ” R, HSd “VPN” SRR
T 5
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2) WA T AR “UWIN VPN M%7 SERTIL, NG IR. RS 32
N, FRALESE “L2TP” T, tn]LLikd% “L2TP/IPSec PSK” T, [A]i} IPSec il
HEEYIN “myPSKkey”, iy “IRAF” #8, N 11-2 s

3) RAAELE L2TP MR SE B, BT “ BoR@mgukm” 776, &
CEERBRZR” FAHRIEE €10.7.0.0247 , AT R0k DNS AR, HER
B R SR 1K) WIFT BURS Zh B I X 2% 5

4)iR [A] VPN St Ja , s NI B g i VPN, 26X G AE 4\ F P 2 F 6D

VPN W45

R

fIE=I2tp

it L2TP/IPSec PSK

AR5 ettt

121.42.51.234

L2TP %A

IPSec #RiREF

IPSec Fitt=%5$H

B%iH R=F

B 11-2 25 %% T L2TP VPN W% E %

HErEEiEs®E ‘7.2 RERG T E PPTP VPN [NHN%.
NTETEFHT I RS VPN ANy, T8 “Hih” wES, B “ARIRE
IRAARFE WS T, BN, SRRV WEFH TRV IER L2TP
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over [PSEC VPN,

11.3 i0S RE Ti&E L2TP VPN

Bi0S £% L2TP VPN i B 74

http://www. trustcomputing. com. cn/help/cn/dadi/12tp/ios 12tp. html

i0S R4t N & L2TP VPN i fEfiliik fn F -

D sl R E” BIRF, Faaah A SR, A AT
“VPN” I, WRCOEA T VPN WE, ML EJ7sA VPN I

2) FAEA R N VPN BCE .. SRR, GEFERRALN “L2TP”,
BINAA L RS K BN, BN “myPSKkey ”, WA AELE L2TP
EFEBONERE B, BOCH “RIEFTERE” G, AT R 2B DNS kRS
R, B EIC2E FER 1) WIFL B0 sh 8 it 2 W 2% 1 sl B« s
A, VR B 11-3 Bk

3) JR[A VPN StiHifa, ‘A% VPN %8z, Fabd CRE” 2 “RiEm” JFK.

A HEE BHARFIRA A 160/212



o

AR R DREE v #38 KHs EDR&DNS&URL&VPN 74545 A%l 515 v4.8.4

ik fIEZL2TP

ARS8 121.42.51.234

w [

RSA SecurlD

=2Eg ssssssees

=45 sssssese myPSKkey

R

& 11-3 i0S £ % T L2TP VPN # £ & %

HeErRERiES®E “7.3i108 R FEE PPTP VPN N
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12 SSTP VPN & ik B

12.1 Windows #4 i & SSTP VPN

EWindows &% F SSTP VPN % B 755

http://www. trustcomputing. com. cn/help/cn/dadi/sstp/windows sstp. htm

1

Windows N & ) SSTP VPN %% dfdi F TCP Wi, ERER), B @it ma

IE AR B AT IER:, NG B, 1§ HIA TE fAERE

(4.1. 1,

FHEAELL TP BB A S RS 5 2R

= =2 BR AR &ﬁz =5
@ momnemetim, mxaE

HEMEHETRNSRE

& www.zstdadi.com ikev2 A
3 www.zstdadi.com pptp
& www.zstdadi.com SSTP

E &3 zstdadi.com SSTP I

3 s v

MREHEEEENERSSE, BAEEE.

BER(LANYRE
LAN BEATARFESES. THESHESE, 25
LErEEEE.

B A E EHAR A IR A

zstdadi.com SSTP &5 X
BEEU
= B=hEE
BHEEEEEFmEE. ERECAFIESE, FEAEaEE.
SE1D).. [ B Iias(A)
O=RamESE4(S)
#h0 VPN(P)
BER(R)... AEmpas
=E(S) I O it RN IR S S (e S R R i) (0 I
127.0.0.1 1080 =2 ()
Fo A R R TR RS RE(B)
wERE
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B =z BRA ORE EE EF R

D maminemetiss, g BEU) | FERLANGS .
EEE
REMERERAREAS HIEESESFAE. EREEEIHAE, FETaTES.
&3 www.zstdadi.com ikev2 ~ $EAN(D)...
&3 www.zstdadi.com pptp U B g S (A)

3 www.zstdadi.com SSTP

VPN(P}... e SR
&3 zstdadi.com ikev2 i ® ) ERE i
£3 zstdadi.com SSTP
& msE . MR-
MEShHEERERERSE, EEEEE". HwE(S) S

| O» AN errEEsEEesemrmFESS PN &)X |

=ER(C)

T Ehbibh SRR EE(B)

SERLAN)ZE
LAN BEFRFIRESER, WFESEE, 5= || SEmESL I i
rE AR,

N T % Windows 815 5, VPN HEIWTH, T EEEN-R) <
WY BN, Ak C VPRI I B DL L YR

] DL 22 B o A S Windows B VPN #k S BEHLE 2 1 3h4k
T, BRANLZEBN, &M T I MMEFEEE @ - AT .

HTEER) SSTP VPN FEFZHE 1 VPN BEE M A& 32 5 I BRIA M OG,  n7g B
W, BDRUEH VPN RSS S8 MM 28 LIRSS, TEMRIRIT I “ Fas il ThIAR \ X 2% AT
Internet\ W45 E4:> [SSTP &> JE > M4 > Internet PR A 4
(TCP/IPv4) >J&ME> O TETFE M4 - AF FHERIA I OC” FHHUH .

N T B EAS L ELR) DNS 155, HKIRFTIF “HEHIHEBA\PIZE A Internet\M 2%
> [SSTP &> B> B> Internet WMXRA 4 (TCP/IPv4) >J@ME> g1
FIER R (Metric)”, ¥ “HBIERA” BUR “17.

R 55 2% MUt AS R LS A4 I5F,  SSTP VPN % 7 i i 75 B R 3 22 35 36AIE CA EH
FE hosts SCAE.

Windows R4t N & SSTP VPN 0 WA HR: TR HEL CAUE LK
HENL VPN Rz VR UGN A bl s T B SR AR TS, PIARLE
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TH A% CAET KB hosts S,
1) THRZEBEESL CAIES
X}T- SSTP VPN 5 BEAE 4% VPN Hii222%é VPN iR 5545 1) CA {5 (FI IKEV2 VPN
J—% CAUEF, H IKEV2 VPN BfARE) , RAERIESESH “2.2.1 Windows
RAMERBFN” .
CA FF SCHHAEZR T 25 1 URL 2840“http://121. 42. 51. 234/myca. crt "iXFE,
IEF 228 3] “ARMFEN “ZEEMRIERMRIE” TE F .
W VPN k5% i B “ B AR R G &0k X 4% 3% B /The  network
connection was aborted by the local system” HIEiR#E/N, AIRER “HR5S7%
2R ECH BE R R R A5 AR TP B A SR OB A I S, N % 2
“121.42.51.234:5566” BY, “zstdadi. com:5566” iXFf.
2) FSL VPN &
HAREAE B IS5 “5.1.1 Windows10 W B K IKEV2 VPN &7 T
“1) B3 VPN EH” 75, FEMSCERE 5-3 “Win VPN &R & Hd,
VPN KAk “ 2Bl (SSTP)” I, ity “fffE” #41, W
T 12-1 iR,
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VPN &
et , ISR R,
FEEERR

RS RaEFRagtE

121.42.51.234:5566 _

VPN 251

APEEEE)

EHS(RIiE)

&l 12-1 SSTP VPN HEfES3E [

Windows Z%¢ N ¥ 'E SSTP VPN i PRk

L) BAREA R M4 Bbs, #H VPN IR, s TR E, #l «MW
2% F1 INTERNET” % [,

2) siilis BTR) “CUWIN VPNGERE” TH, WL U VPN ERE” EH
RGN IEFAZS, B R “ORAE” 424, Horh <R & 2 Raihht 7 #
I TT Lo TP Bl 4% e 1, el BAE S0 B es,  Bhag i H /2 5566, VPN 28
Rk HE “ BT 2L (SSTP) 7 I

HER:

I. SSTP VPN ff) “fR%5#% A ARasi itk ” 75 BEA0 VPN R 5548 B IR &5 2 E T 1
CNEfRFF—F (1 TKEV2 VPN & ik E) , 1 VPN IR 55 #4510 CA HE5 75 2 %2
B F % 1 Windows R,

11, IR AR RS (BB R zstdadi. com) , HARESEZMIEL, Ak
TR AT TP, U FE B B 1B 2
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“C:\Windows\System32\drivers\etc\hosts” ff, EAKERMELDES I
“2.2.5 Y5’ hosts 3”7 , B UCE T [TH) DNS 55 a8 AT o

3) WINEENE, REBIZR, ERJE AT DIRBHR NI EE AR, &2
AT LR i I, i RO H R FHl, WU A& VPN 1. RIE
IERE A ST, VEIBGH TE a8 BRI Ss de i B, BRI AR E I LT
&
3) BB KRR

VPN 3EH )5, AT RELLE VPN FELMZE (192.168. 30. 0/24) P HE & imBED)
[ AHL AL TP, AT LAV B B KB ms, 5 A By ks, B “mdik®”
HOER N NSRRI, AR R B CAHL TP Mk ¥ E Dy “192. 168.30.0/24”,
2% 5-5-6 Ffizm.

12.2 RERZE TIEE SSTP VPN

B 2z 2 45 SSTP VPN B 54l
http://www. trustcomputing. com. cn/help/cn/dadi/sstp/android_sstp. htm

1

€ SSTP VPN %2 5175 P (0P T 4 £
https://play.google.com/store/apps/details?id=it.colucciweb.sstpvpnclient

% App A2 TR T EN App, B ARV E T FER .

N T EEHATH RS0 VPN Ak, 755
D AE “Hil” wEN, JHH CRHRIN A 2 ORFR N 252427 I
2) FHIER N BV EE-—HKBINH, MEE HVER, &5 75 61817
3) THFHIEARSAE, HBIN, it “ACQUIRE WAKELOCK”, RIR[&EZ| 1
session(wake lock help) . BUIS, NFHmE AT DMRRRG Gig1T, SR HA K.
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13SS B E

13.1 Windows &4 & E SS & iR

BWindows Z23& M8 SS % P it

http://www. trustcomputing. com. cn/help/cn/dadi/ss/windows ss. html

ER:

SS & P uE I E, SENME IE WA AR IEE, A Proxy
SwitchyOmega {4 Chrome W % 2% AN 52 5201 .

Al LME A netchy ProxyCap # A IEFERE S, JEFEDN WE A% L BERRR T U 1. exe
A, AR A U P A] LUE A A socks AR

ATLMEH] VarayN #fF, A SS. TJ IR%5 =

B  SS Windows 7% F' v 84 T BB
https://github. com/shadowsocks/shadowsocks—
windows/releases/download/4. 1. 6/Shadowsocks—4. 1. 6. zip

https://sourceforge. net/projects/sscap/

F DA BN sso//BE R B — e P 28T IR 55 AL B .
1) REHME

THEIFRIE SS % A, XWii Shadowsocks. exe A, IZAT SS %7K
fF, BEIF27E Windows SR HIA T AAESFE I SS B Elbs, W 13-1 fr

7No

~ B 4@ B E w7 )

B 13-1 (L5 F R SS R Kb

2) ¥ SS i&EE:
Ak SSFERF KRR, PRH SR, B RS ET T, PR IR, Hik
B “OiBIRSEE. .7 W, WK 13-2 Firs.
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¥ EHESMNE
FEETAL >

s o -
=8 PAC >
RIESET EFEGE .

v TUTTIIDIIIITT hen M mel UL 1 FHLEED

[EEree. ] erRERdRNEs
R
SEREEEE.
HigFE F ...
MEMES N URL...

K 13-2 Windows R4t F#radt SS &
B “YmARARSS ST W, WA 13-3 Fios.

4 BERERS X
ol =
AELEAVS A et [121.4251.234 |
R&=Eim] |888
Z=iD leessssese I |
% [chacha20 ~
&*
sy ) [2d] |
O —REAIE
FENN(AY | BN e Iﬁ—‘
Ew[1 || 1080
IO
FEEM N V3

B 13-3 gt IR 55 2% i 1

HOE R TN AN U AL, BEALE DR RIS TN R, &5
sy “HE” T, XFERURIE T SSEERE, JFE REHTIERL

M T] AR P8 DB
“ss://Y2hhY2hhM jA6UZUZVONZT1FPW1BoQDExNy400C4yMDguMTgy0 jg40A=="" iX £
() URL (ANBEIN#S, SSR 2 i R4 T LAty ), PR “ BT IG#R 5 N URL:++”
W, A AEhEED, JERRRBIE 13-3 XA IRS R 1, BTk
“Hse” AR RTHIE.

AL, TR E “ KGRI TUN “ 2 /7, HaiE -
H &G0 T, R 13-4 fioR.
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%
I %Eﬁﬁ%ﬁl 1 PAC
REs v 2EiE
PAC >
IERERE...
FHH=Ean
SIFEEEEMAEE

#5ED
L@Hﬂ -

& 13-4 J53h SS ﬁilﬁ

MRS, AT SS BT EIbR B RIA T B, H BRI, SS R
7 Bbn e I —%F B R k.
3) B SS ER

FriE AR A B SS R IR, (RS A S s £ <R T, B
TR, Ak VRN HE” W, JREEE CSBoRHE. T T, W R 13-5 B

No

v EHRESCE
EHEEEL >
RERE >
PAC >
IFETEIRS...
FHHLEa0 CEaoES
IR S ERRERE v DR AE
SRERIEE.. 5. >
| #=m;

B

& 13-5 BoRHEED
£ “HEBESR” G0, WTHE 13-6 fis.
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-4 HEEES [in: 12.82MiB, out: 1.409MiB]
XAHF) FE(V)
FExEAEC | wE=FEE O a8zt O &5/

A wonon

n

Ao

Ao

5

Aowmonon

W

65 KB
6 KB
55 KE
5 KB
45 KB
4 KiB
I5 KB
IKB
25KB
2KiB
15 KE
TKE
0.5 KB
0 KB

& 13-6 HEAESE
MFEEICH SS ARFRIThREME, W LA B AU AR 5542 B SS FE 7 ElbR, 7E#LH
MEsEsdisst “HHRGEMAE” O EHAFLTARRE, HWNESFER
SS TR BIAR A8 B K 15
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VorayN B & TJ 1) 54 :
% Trojan %
Mes5a
44 (remarks) [11.22.33. 44 ¢5 Corekl  [Xray >
Hiuht: (address) [11.22.33. 44
i (port) [pse
9 (password) [password123
g (Flow) \ <

JE£ 4% 577 3K (transport)

(&5 (network) | tep ~ | kBRih tep, A S LRI
Dh4e K (type) none v rtepfhHEATY
W3 (host) | | #http hostrh i () HETF
% (path) | |
feh )z 44 (tls) tls v~ BRI IE P 541E (allowInsecure) | true v|  alpn [/B2 http/
SNI | |
fingerprint (uTLS) 2
i (0) i (0)

13.2 Android R4 TR E SS & iR

B2 st RGBT SS R

http://www. trustcomputing. com. cn/help/cn/dadi/ss/android ss. html

B SS ER A B

https://play. google. com/store/apps/details?id=com. github. shadowsocks

1) ML
T# SS &P unr, A, AR SS AT EAF, Wi 13-7 Fow, 1B84T
SS % P AE, 4k 13-8 fias.
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-

B 13-7 50 b1 SS 22 8L ik A
2) FiEe SS EiE

shadowsocks ~ shadowsocks ~

3¢ e
PR aEieE u L_J

—iRMEAIE
[y =g BR—RMEAE
hEERE
AR5 ES s
IR EFE DS
AthiHOl IPv6 B
[EiEiEiRS RS R IPv6 TS
=5 bayiz: Tyt
RS Bie B
nEsx UDP #%
T RIRSS SEE A UDP Y AYEURS

< o o | < o o0
B 13-8 SS & 5L i kA 32 F T

RIS TP 2, Forp 2 DNS” (0 P9 2 AR I 2 AR 55 2 1 [ Py s A2 [
Gb, AR AR DNS Al 5525 -
3) EEMREFH

R[] SS 4 8L PR A ShH, A A CARRBL” de, )
1%, WA BLERSRT) T, ik 13-9 Fis.
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shadowsoclss ~

IRSS=EIRE

B 13-9 SS 22 5.5 7 IR AT R
BEHRE T, sl B “4URHL” 4241, FTRLOGH] SS &R
N T EEFHT I RGehT VPN Ay, 752
1) 76 “Hih” WES, B RIRE 2R RN 2% 1R
2) FHVE RN B E BB, Ak Ao, AT G817
3) NRFHIEARASR, BN, rids “ACQUIRE WAKELOCK”, RIFIEZH| 1
session(wake lock help) . Bti, NMHAIHUA LAMRERE G117, B EASIKH .
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13.3i0S RL TR E SS E i

B10S £ 5028t A SS 7w

http://www. trustcomputing. com. cn/help/cn/dadi/ss/ios ss. html

SS 10S Z I N R

https://apps. apple. com/us/app/wingy—http—s—socks5—proxy-utility/id1178584911

FELSS 10S & P, @ik, ARSI SS 10S B sy KR, 1B
1TSS 10S % Fam#ft, Wil 13-10 frx.

I g &7

B 13-10 HiM 1SS 10S 2% i 4k B b

HAR B R E 13-11-1. 2. 3. 4. 5. 6. 7 fi7m.
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| 3G ERE 121.42.51.234:888 I

 RTAROEERE)
= AmeR)
W omeEy

) %Fwingy

A 13-11-1

< Pigtzdic) +

v 121.42.51.234:888 (

| gL ) |

& 13-11-2
=)
Hittp(s)

Sockss

Shadowsocks(R) |

BE X E

& 13-11-3

o 888

= o
mE R
L3

Protocol(QTA)

Obfs

miRizEE

B PSS EARA R A
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A 13-11-4

3G iRk 121.42.51.234:888 |

A 13-11-5

“Wingy” Would Like to Add
VPN Configurations

All network activity on this iPad may be
filtered or monitored when using VPN.

Don’t Allow

A 13-11-6

B PSS EARA R A
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“i8E” 1 Touch ID
Add VPN Configurations

H

A 13-11-7
RE £ VPN Wingy Pro
®ITHED (. E3id] Wingy
FEBEM  NETGEARIZ-56 R3S 33 127.0.01
BF £H 0 IR&SH Pk 1111
@ ven iz ISR IP tht 192.169.88.1
EHEAT () 0:55
E bt EERE " Wingy Pro"sig B, HEM “Wingy” RIRTER.
A 13-11-8

B 13-11 i0S R% T SS % 7 g P S it

10S R4 T SS &P i iR A BAR B B AR R 40 F

Dm0 “ORPRERER 7 U, TERTE Db s ORI T, 7 “ik
B B O F “ShadowSocks (R) T ;

2) fE “UNIMZER” W ORI NIRSS A b uG O, B, EPRREAR A
“RIEARE” I R mE R, &G B R TR

3 IREIFEIME, sl B TR R4, B—UUBATH, RGiammt—A
M5 O, s A “Allow” #4475 N —ANE D AR SUIEIE I ;

D EEE, SGFFME TR A, B VPN &R, BT SS MRS
B A VPN, FTLATE 10S f “W B OVPN” S BoR IR 28 1P 2545 B
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13.4 &t SS Z iRl Socks X I ERE

AP EAf SS &) IS AT, FARARRE AT BLEE IERE I Socks AU [E]
FeAfi ) SS Mg 2%, Blan: Windows TATLAE I SS & P u AR “ o vrsk B s
PO 7 BT, AETCE RN T B AL PR Il Windows T SS %
P A B, G N 13-12 Bk, [FRS, Windows 75 EE G PC B kK ikEL 15
BEERGIAN

v ERRSAE
EofemiE >
RS >
PAC >
EAERE..

M =2 W=

Y RFROEENEEE |

ST .
%28 >
iEH:II -

B 13-12 Windows SS %% P s A FuVE 2K B Jmy gk W 1) 4
Windows R4 i % B Socks AHIES N “4. 1. 2 Windows RGL % E Socks
RE”, RERGE ) BE Socks REEZ N “4.2.2 RERGEBRE Socks R
7, 10S RGt% P ik & Socks ARSI, “4.3.2 10S R E Socks fLH”.

14 SSH & P o i B

KRAGASEAEIET SSH (1) SHELL, Rty 1% & /o 4RI SFTP S50
AR DI6E, OpenVZ 554 R4t H SFTP Inss. fiiH] SFTP Iy, ARELE
WEFEER M, REsfE Ry B NeI@s e, wRmERER TEA
WIS, SRR ()2 10M. TR 10 7380 N Rt =0 NER R E 4,

REM R GEBEIRL 10 /N
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14.1 Windows #%4; & & SSH & iR

BWindows R4 SSH %/ i B/ 4

http://www. trustcomputing. com. cn/help/cn/dadi/ssh/windows ssh. html

Windows NA1RZ SSH i 15 /vty LR ER W E A, #140: Bitvise SSH
Client (Tunnelier). PuTTY (plink) %, SFTP CfFA&%i 1 EA WinSCP.
CuteFTP %%, 47T SSH/SFTP {4 [F]2P T BA WinSCP 5%, T SSH/SFTP )
ARG T E A nsoftware [1J Sftp Drive. RaiDrive. AirLiveDrive. WinFsp/SSHFS.
WinSshFS, %[ SFTP il 55 #% B g 3 A1) TR A UltraEdit.

LA A SecureCRT #4 fil, Ui BH SSH 2% 7 i 11 % A&/ FAR R 1 B

27 https://www.vandyke.com/support/tips/socksproxy.html

D i e Ty “oRadsEd” BAR, s P B, f\ SSH AR S5 &
() TP Muhbsldsk 4% . S I RAL SSH HI P 44, sl “Connect” #2481, 40 14-1
FIoR;

File Edit View Options Transfer Script Tools Window Help
'@g Enter host <Alt+R: |ca g B = g w2 ¢ | @ 7

Quick Connect x
Protocol: S5H2 ~
Hostname:  f121.42.51.234 |
Port: 34567 | Firewall:  |Mone w
Username: fsshl | |
Authentication

[lPassword - Properties. ..

[APublickey

[~keyboard Interactive v

[Z]GssAPI
[]show quick connect on startup Save session

Openin a tab

B 4-1 PRidpr i SSH iEREH 1
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2) FEBLH BN SSH %17 & M ¥ N &Y, Jfa)ik “Save
password” &I, fHJEsdr “OK” ¥4, WA 14-2 Fios,

Enter Secure Shell Password X

SRR
Cancel

Username: |55h1 |

Password: I........ I |

ave password Skip

& 14-2 %\ SSH 2505 [

3) HUEEBAMT), BB,

FEA A S DR ERBINIA B E , AR EAEAE, EAEER e
feJa—T0 “Properties” o JRifR SSHEBAHW, FERESTTET, Mk
AW “Terminal” T, EHAMIKFHS, Ak “Auto reconnect” JEIT, LA
S “Send protocol NO-OP” &M, Jf iy “OK” #%4H, 40Kl 14-3-1 fos:

Connect Terminal Ctrl+Alt+T

Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+Vv
Find... Ctrl+F
Find Next F3
Delete Del
Rename F2

! Create Desktop Shortcut Ctrl+Alt+E

] Arrange Tree >
¥ Show Descriptions
¥ Open Sessions in a Tab

A Properties Alt+Enter |
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Session Options - X
Category:
Terminal

(=) Connection
i ~Logon Actions

Audio bell Jump scrol
[Jvisual bell [IMinimize drawing (faster)
= P?rt Forwarding []close on disconnect Scroll to dear screen
ote/K1L [ clear on disconnect Scroll to bottom on output
Auto reconnect I Scroll to bottom on keypress
Mouse

Shift forces local mouse operations

- Appearance [ send scroll wheel events to remote
i~ ANSI Color
L Window Anti-dle
--Log File [I5end string: 300
- Printing
- XY Zmodem I Send protocol NO-OP I everyeconds
Selection

[]set word delimiter characters:

Cancel

B 14-3-1 & E S 1EIE
4) fFEFHHBREMER P, S “Port Forwarding” T, £ H A F
H1, Ak “Do not request a shell” &I, Ffdi “Add” #40, K 14-3-
2 FR;
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Category:

Session Options - 121.42.51.234

Ié!--TerminaI

SFTP Session
- Advanced

Port Forwarding

- Remote

[=)- Emulation
L. Modes
Emacs
Mapped Keys
‘.. Advanced
[=- Appearance
i ANST Color
L Window
- Log File
- Printing
- XY Zmodem

Local Port Forwarding

Locally forwarded connections

Hame  Local Address

Eemote Host Appl

o not request a shell

Delete

X

B 14-3-2 &2k SSH iEH#: B 1%

5) LEF A RS B b, PR B E 5 ik

(1) WEHE R SOCKS AR, &l 14-4-1 Fius.

B S BB R AR
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Local Port Forwarding Properties X
MName
% Enter a descriptive name for this forwarded connection.

Name: I socks (15| I

[ImManually select local IP address on which to allow connections,

Local

=)
|

Enter the number or name of a port on this machine. This port's

data wilbe securely forwarded to the 55H server.
Port: | wso |

Remote
Data will be forwarded from the local machine to the destination
host by the 55H server.

- Destination host is different from the SSH server,

ynamic forwarding using SOCKS 4 or 5
Application

You can optionally specfy an application to be launched on the
@ local machine when the S5H session is established.

Bl 14-4-1 ¥ & SOCKS AL HE
ORAZSG, W72 E , SSHIERERRI) G, o tEASHE W W i 5 B A i
(netstat —nao|findstr 1080), &4 1% 1 1Ey SOCKSS AEE AR 55 i
Cd ], SOCKS5 AREEAR 4548 TP 42 127.0.0. 1, HAKfH A2 W 4. 1. 2 Windows &
i B Socks 1A
(2) WEBIER G R, K] 14-4-2 Fios.
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Local Port Forwarding Properties X
Mame
% Enter a descriptive name for this forwarded connection.

MName: [ [E[aligO{GIE

Local

[Imanually select local IP address on which to allow connections.

Enter the number or name of a port on this machine. This port's
data will be securely forwarded to the S5H server,

Port: -

Data will be forwarded from the local machine to the destination
host by the SSH server,

. -estlnatlon host is different from the 55H server.
Hostname:§ [ 119.75.213.61

Port:

njynamic forwarding using SOCKS 4 aor 5

Remote

Application

‘You can optionally specify an application to be launched on the
@ local machine when the SSH session is established.

Application: || |

Cancel

LISTENING

LISTENIHG

B 14-4-2 ¥ & 1E 1) g HACH
RAFSG, Wi/ MIE , SSH EEIG, SxAEAH N BT i B s
(netstat -nao|findstr 88), IEHEAHL LI I, KfHi1F SSH RS #iEHE
e v IR 55 2% S o 1 CARHLIZERE 127.0.0.1:88 => 119. 75. 213.61:22).
BT DA s e vy VAR EE, Bz A o AR B

B A HEfE B ARA R A A 184/212
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Session Options - 121.42.51.234 X
Category:
= Connection Remote Port Forwarding / X11 Forwarding
: ?"Logorlncﬁons )
: EI s5H2 Remotely forwarded connections
SFI'P Session Hame / Eemote Address Local Host
i1 - Advanced -
om0, 22222 localhost: 30
! [E-Port Forwardini o
é\--Tn_Ermina
=~ Emulation <
Modes
: Mapped Keys
. Advanced %11 forwarding
=8 APDEBFEHCE Selecting this option causes SecureCRT® to request that the remote
- ANSI Color machine forward ¥11 data to the ¥ server running on the local
L Windaw machine.
Lo_g '_:“E [JForward %11 packets
- Printing
- X/¥fZmodem Enforce ¥11 authentication
Cancel
N Sy ~
B 14-5-1 ¥ & S la) o HACHE
Remote Port Forwarding Properties X
Mame
% Enter a descriptive name for this forwarded connection.
MName: I = mE :I
Remote
n Marnually select remate IP address on which to allow
connections.
~ =
Enter the number or name of a port on the S5H2 server, This
port's data will be forwarded to the local machine,
por: [[22222 ] |
Local
Data will be forwarded from the remote 55H server to the
destination host. Mote that the hostname only needs to be
entered if the destination host is not the same as localhost.
[Ioestination host is different from localhost.
Port: | (80
Cancel
root@TrustGate:~# netstat -nap|grep 22222
tep 0 0.0.0.0:22222 0.0.0.0:* LISTEN
tepe 0 0 22222 HEH LISTEN

B 14-5-2 & & x| I ACEE

B S BB R AR

29504/sshsrvd: sshl
29504/sshsrvd: sshl
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TEAC IS DR BINIA BRI H , fEH B, TR
i I “Properties” o fESRHIMEM % L, rid “Port Forwarding”
I, ERREAMA S OAINE, A “Do not request a shell” I,
PR HTNE “Remote/X117 FI, Jfriddy “Add” #%4H, il 13-5-1 o,
BT O (22222) , MAUKT 1024, HREJE 600177001, S AHH R FH 3
1 (80) , B MRS AR 127.0.0. 1, WM RS A2 HE 1P, W2k
“Destination host is different from localhost” i, FH7£ “Hostname”
PRSI 1P, WKl 14-2 fs. 2/ H 75 2 2 ORI AN 1 .

RAFSG, R A, SSH TN G, £37E SSH s #s L IaWr prik &
31 (netstat —nap|grep 22222) .

ZJEHRHE SSH 25 P it/ R G AN E A AR RS, A (SecureCRT)

HBEM SSH AR 25 28 FiERZ 1 (127.0.0.1:22222) , HEMZERR] SSH % /7 i
A 1 (80D , AR (Linux SSH % 5D o MATAR M 7 i 45120 11
CIEFZESE http:// 121.42.51.234:22222 => AH| http://

127.0.0.1:80) o SSH % FUufi (I EALST KB AN TR B[],  [RIONTE SSH & 7 i 0S
Bk, VR IP &AM 127.0.0. 1.

XF T SecureCRT 44 R BEM SSH M 5% #% b3 4% S 17 o AR L3 11, A0SR 5
T TP AR, FEF B ind BEXH, THHEFE
“C:\Users\userxxx\AppData\Roaming\VanDyke\Config\Sessions” , FF|{#
P xxx. ini SO, FTHFZSCHE, &4k “Reverse Forward Filter” 47, #4
T2
S:”Reverse Forward Filter”=allow, 127.0.0.1,0 deny, 0.0.0.0/0.0.0.0,0
B FOVFFEAN Y B %

S:”Reverse Forward Filter”=allow, 59. 171. 23. 0/255. 255. 255. 0, 0

o FovrAEl 1P JERE:

S:”Reverse Forward Filter”=allow, 0.0.0.0/0.0.0.0,0

AP, Wit oaEs:, HEITIFiZEs, FHls
WSREEEA T, A LLEE SSH R4S #3FT7E 0S H/var/log/messages B,
syslog XXAF, WHRHHL “channel 2: open failed: administratively

A HEE BHARFIRA A 186/212
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prohibited: Rejecting remote forward request from 59.171.23. 185:42456
to 127.0.0.1:8080 because the current filters do not allow
59.171.23. 185:42456 to use the remote forward. [postauth]” HIEE.,
MZZHH “Reverse Forward Filter” WEARII, %A HM, WZRMHAKII.
TR GE, FTLUEAT uTorrent A%, T “WTISAHE” Thig, Haob
R “wm” > “w B, Al CEmPOMIT R T, Aikail “R
MBI, S “H/7 . “%ig” . “LKARYTmE 7 “8080” , fE
“HAYFRAI TP Uik 7 S “127.0.0. 17, Wi 14-5-3 fiR. HJafEdlsg
BHLBERE PN http://47.110. 70. 85:6003/gui/ XA URL M.

B2E pd

-RE
=5 I BRMIFEW) I

= i :

AEE AR I admin I =EE(P): I sessssEseee
-FRER . o

DA O =HirEks. FERFEG): guest

e

- FEREH

B ERLIRROLGHAEERD): 8080 ]
Ry FAIPHEHAREES A REH (A)

|121&&1 I ‘

TEAE

E22

&l 14-5-3 WE WM utorrent W 5T FH 1
AT LR A HE Socks fREE (127.0.0. 1:8080) | LS
(127.0.0. 1:3389) M5 21 41 A 5, o
7) BENLE BB

B A HEfE B ARA R A A 187/212



o

&

AR ERES H ik H EDR&DNS&URL&VPN Z454 RE5-H P 5H v4.8.4
Connect Terminal Ctrl+Alt+T
Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
Find... Ctrl+F
Find MNext F3
Delete Del
Rename F2

| Create Desktop Shortcut Ctrl+Alt+E |
Arrange Tree >

¥  Show Descriptions
¥ Open Sessions in a Tab

Properties Alt+Enter

Shortcut Name X

SecureCRT will create a shortcut on the
Desktop to the following session or folder:

116.196.94.5 BT = Cancel
Please enter a label for the shortout:

ISSH{t‘IEI I |

B S BB R AR 188/212
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i SSHIXEE Bt X

=M RELT EEE 2 FEEE LEmiER
B s

Sk RIFEER

Hinfis: ssh
BT off\ssh\SecureCRT.exe /S "116.196.94.5 Bt
EhafrE(s):
(K x
==k
PR RS E (F) EMER(C)... =EE(D)...

RE EliE FIFE(A)

Bl 14-5-4 QI w1 P Ty - B EREHL A E 3h
/A AR BINIAEr 2 e, R B RS A S, ARk
£ “Create Desktop Shortcut” i, fE3#H I E DAL PR, i “HE”
il e, R ENZIET I, AEH B Ada s, AR B
PE” I, AR R H ek “asAT a0 Bk “lRME T WKl 14-5-4 B

v >|Jﬂ.’.ﬂﬂ@ » AHEREE (C) » ProgramData > Microsoft » Windows » [JH&] %8 » 2% > B#) I

PPEPZEE.0 Y ER R Em ES) Fh

PremierQOpinit
remier plnklon 2017/10/12 ... HREAR 1KB
Process Hacker 2 2015/10/30 =S 1KR

A 14-5-5 e 0N “Rsh” At BRNLE &3
BJE, R EHEZRTI “Bsh” BrAa e, T Winlo &

“C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp” H

5 SSHitIEE
ecktnn ini

B A HEfE B ARA R A A 189/212
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3, BZRGE e R B b se e, Wi 14-5-5 Fros. BUE, FP
Windows & it J5 % B sh i /MEis 4T SecureCRT, )3 FHi% SSH ACH .

HA, IBFLM#EH RaiDrive. AirLiveDrive. sshfs—win—manager Z5#44:
TS SSH K5 R e M2 1 4 B U 2 2 g AS S T 4 X B 6«

RaiDrive: https://www. raidrive. com/download

AirLiveDrive: https://www.airlivedrive. com/en/download/

WinFsp: https://github. com/billziss—gh/winfsp/releases

SSHFS: https://github. com/billziss—gh/sshfs—win/releases

sshfs-win-manager: https://github. com/evsar3/sshfs-win-

manager/releases

14.2 RERG & E SSH B ik

B2 i R % SSH % P 3R E R
http://www. trustcomputing. com. cn/help/cn/dadi/ssh/android ssh. html
ZHRRG THRZ SSH ¥ MV A m FACEE R B4, #14n: ConnectBot .
JuiceSSH %, SFTP (ff&4i T.H47 AndFTP. FTPCafe %, 2T SFTP [ 3Cff A
T HA FolderSync 5. 745, AT SSH [ RGAAEFEF, Fltn: Posterns
PLR PL ConnectBot APP #2541, TiBH % H R4~ SSH & /7 i K 7% K/
i FARER 1R

& ConnectBot %2 H 2 F w4 T 2k 4%

https://play. google. com/store/apps/details?id=org. connectbot

@ FolderSync lite % 5.2 7 b RAF N 0k 12

https://play. google. com/store/apps/details?id=dk. tacit. android. foldersync. lit

e

B Postern %52 i BN B RE

https://play. google. com/store/apps/details?id=com. tunnelworkshop. postern
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21.42.51.234:34567 s55h1 (o 234:3451

234:34567

D&m

& 14-6-1 Fratitss B 14-6-2 N\ H P 4% N4 0
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€ HEE

UTH-8

{5F 55H SAFHEE

{RIFIEN

EEHFRIA

B 14-6-3 £ “JT 4 Shell 15”7

BEFR:  Intern:
et Adh
iFonl]: 8866

BiriE:  114.115.136.7:80

B 14-6-5 1E A HACHE W &

B A E EHAR A IR A

ssh1@121.42.51.234:34567

BT EER

fRiEEL

fRiEmLYER

HIER=ERT,

B 14-6-4 Zfim I # R

BirsO:  127.0.0.1:11171

& 14-6-6 S [r) v ACFR G B
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€ ssh1@121.42.51.234.. []

BEER:  Internal Web
IR sel!  ERREE(SC
iBimO: 1080

BirmO:  loc

& 14-6-8 i NI

&« 0 & X-plore ®r @
© srmat Vo _ ey

I - Tk witts = [

» @ gt v focs .g » B o BIFS 0,90 GB/10 GB g
Root

r B 10 GB E r @ R BIFS 0,92 GB/10 GB .E

v @ Lan v » 5] LAN

- ] {; Ficasa Y * B Y

L # P EREFEE .

. | p \': » [ SSHXFHE 4 {

= LEES = %ﬁ:ﬂ:ﬁ-ﬂg LEER

T mmEsEE
q | [ zamams

- BB ssHxsmm R

Lo
E » (5 DLNA
I"-E-“ Erppss o I
1T':Cl ﬂa ﬂa—T
G35 owa v
I:I] Send Anywhera

B 14-6-9 X-plore .7~ T2k 35 & 14-6-10 X-plore Jii F o2k M 25 Hle 55
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D s FFEA T AR5 BN, JFaakrd SSH i,

2) AR 4. FHA dml, Rl sshl@121.42.51.234:34567 X1t

3) AERRZEH, KM “FFUf Shell 157 &I, FHERAE

) REIFFM)E, ARAERIABENBE, ®E “wmiEng K"

5) dEA g AR, R AHh, “YRu 7 DAAUKT 10245 SSH %

P arJn, EANUERANUR UG 17, FEMifE SSH kS5 48 B (e - L% He

“HFrim 7 CAHLIZERE http://127.0.0.1:8866 => http://114.115.136.7:80);

6) S Inpui ARBRE B, F R IR i, g7 UK T 1024 SSH %

P e, MEREMZERE SSH RS 4R ATEE LALI “ Ui 7, Bk o s

FIAHLA “Hbru H 7 GZiZERE http:/ 121.42.51.234:33333 => &ML http://

127.0.0.1:80);

7) SOCKS W HE, HARA: shEERT (SOCKS), “i " LAtk

T 1024; SSH LG, EANUERZANIE “Um 7 /E SOCKS AP

HR 5% s 11, EIE AT 3 H bk, 2694.2.2 RERGRE Socks fRHE”;

) REIFEFEE, AR AGERIABENBIE, M, @57 SSH #Hk,

9 AT MIMIER 7 R G, W LA X-plore. KSWEB % App f2

J: AT X-plore, EIGEIEBERIR LM ILE;

100 FEH “ILME RS ", ZFEHUAT LAl hitp:/IP: 1111 IXA£H) URL i#

R E RS, PR A, B4 ConnectBot i i3 IREE, AT LA

MAT 7 e 2 5 R G

11) A TEEFH I RGN SSH AR, 7%

(1) 76 “Hjth” WEH, HH “RIRE 2R RN 2% 150

(2) FHIEFR N BZEE-—KBINA, MEeENEH, EFEArEe
1EAT

(3) THFHIEIRESAE, LB, s “ACQUIRE WAKELOCK”, RIFIFE
#| 1 session(wake lock help). MEHF, RFHBEALMRFRIS GigfT, BiEHAL
Kl
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14.3 i0S R4 & E SSH EFin

B10S % SSH 2 71 ¥ B 4

http://www. trustcomputing. com. cn/help/cn/dadi/ssh/ios ssh. html

i0S £4¢ NARZ SSH iy 1 8 K /iy FARERRG B, #l4n: Termius (Port
Forwarding DJRE ). vSSH %%, SFTP S(ff4%%i 1.2 A FTP Manager. File
Manager 55, #:#% SFTP H = [JH FileExplorer . Documents by Readdle (AJ
SFTP bAL) &%, T SFTP B3R A2 T AH GoodSync. Transmit %5 .
LR EL vSSH lite APP F2/7° 9%, Uil i0S R4L T SSH %/ i 1 e % /o

CARHR )i & -

Actions

Quick connect

Bookmarks

& 14-7-1 Fraidss

B A E EHAR A IR A

Quick connect
SSH

Secure shell

Telnet

Terminal network

Connection

Host 121.42.51.234

Port 34567
Username sshi

Password eocccccee

Autoconnect on startup C)
No shell (-N mode) Q

b, o

B 14-7-2 F N\ T4 5 P 44 25500
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11:04

Quick connect

Port forwarding

Remote 55555 -> 127.0.0.1:8080 ®

Buy the full version to add more port...

Private Keys

<no key> >

e

Key forwarding

Autorun script

s o

B 14-7-3 #ratum D K

11:05

Port forwarding

Remote

Server port is forwarded to your device
Dynamic

Dynamic SOCKS

Source

Destination

127.0.0.1

8080

& 14-7-5 S n)um AR B

B A E EHAR A IR A

11:06

Port forwarding

Local

Local port is ed to the s

Remote

er port is forwarded to your device

Dynamic

Dynamic SOCKS proxying

Source

127.0.0.1

8899

Destination

114.115.136.7

11:06

Port forwarding

Dynamic

Dynamic S

Source

127.0.0.1

1080

Options

Accept all connections o
Acce actions from hosts other tht..

& £ %

& 14-7-6 SOCKS X H % &
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QVV Get full featur

qgwer

"ond adSERIsEHErAU VETSIOR

tiyquji

B 14-7-7 EHERRT)

iPod =

< Air Doc

11:47 =7 B4

Air Doc

Not Connected

Alr Doc

Browse to:

A/

& 14-7-9 AirDoc H$]H WebSharing

http://192.168.1.206

Web Sharing Help

Actions

Quick connect

Bookmarks

Active sessions

ssh1@121.42.51.234

A

Disconnect

Cancel

& 14-7-8 WiTi%sE

iPod =

< Air Doc

11:49

General Settings

Show files immediately

Maximum files in Inbox 10

Sleep mode disabled on prev,

Network

Webserver port] 0

Activate Webserver on startup

Activate AirDoc network

Ask for authentication

L/‘

W),

= B2

& 14-7-10 AirDoc Wi W7 i (1 B

D A ESRHE “Quick Connect” %41, HahH i SSH %4,

B A E EHAR A IR A
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2) FANFENA L 4L Y, B “No shell” 6T
3) fE RS, i “Port forwarding” WA AMI+5, Hrdim Ik,
4) Erim AR E, BAEFEM. Local (AH), “Source Port (JE¥iIH)”
WIRT 1024, 547 Fff “Save” $%41R1F; SSH EBE 5, EANLER
ML Source Port (Y 1) 7, 3 # SSH ARk 5523 Fr7E ML H2 Destination
Port C H A5 1) 7 (CANLIESE http://127.0.0.1:8899 => http://114.115.136.7:80);
5) i ACHE R E, kKA. Remote (I, “Source Port (G )7
WIRT 1024, 447 Fff “Save” %4817 SSH RV S5, MERHTT
ek SSH IR SS 83T 7E LI “Source Port (Y53 11) 7, HETT 4218 B AN
“Destination Port ( H#r%i )" Gzdigid# http:// 121.42.51.234:55555 => &
Ml http:// 127.0.0.1:8080);
6) SOCKS R X E, ¥ KA. Dynamic (SOCKS fRFH), “Source Port (YA
Ui )7 WAKT 1024, #4647 A “Save” ¥e4lfRfr; SSH EH:@E )5, 1F
ANEREANLE) “Source Port (Y53 11”7 £ SOCKS AR 53 11, 311
EATE HIHbE, 2% “3.3.2108 RERE Socks fRHL”;

) REEFMG, MERIA B EWIH, #57 SSH &+

) REF MG, £ “Active Sessions” £ H T, A s D4 SSH

FERE, P “Disconnect” 44 T
9 AT MIMREREN R E RS, A LLZREH Air Doc. Hidisk 55 App 1%
F: %FF AirDoc, FTJF “Web Sharing” J¥9%¢, X FEmhr LLE http:/IP:80 iX
FER) URL #4238 i0S R4E, T EAAECH, FECE vssh 15 ) o FACEE,
# AT DL S 7 i FE3E 10S R4t
10) XFF Air Doc, RJLABEE “Web Sharing” WEFT R 1, #4472 80,

15 HP ERETIH

15.1 WEB R[]
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BWEB /7 171 A s

http://www. trustcomputing. com. cn/help/cn/dadi/user/userportal. html

ER: BTARMAFTIENRK, RAPPIP AP T RBETAF T/

1. HP&Es

WEB F T/ URL & “https:/F M4 /my”, ExKS. 452 WEB,
WEB f{H. VPN. SSH S EAMRFHIERIK S H4. WRTNAE IP BEH
SSL iEBHE 4, HFPHR 2N R dE CAUET, URL /& “http:/4 IP:-HTTP
3 1 /myca.crt”, NI 75 B4 P AR (06D 2509, 23550 150 “ A7k B
& CRMTHENL”, IERAAE R ZEERIRIE- BRI 7, BAAS I “ 3N CA
EF (2.2)7,

HUCE BB %, W 15-1 Frass Wi 10 2080 A Rt = AR iR
4, AT RERE RGUBRIL 10 435, B H S ST E G M RS, s
Chrome W ST &5 1) “FTIFE TR E 11”7 Dise vl F

> AF>0O% >5—X8F
= MOSKEELYH 8, OSERENEVHFBHNHFHES

BOS  sessssess
#ﬁu@ .........

BEEHOS 0000 esssssces
EXEN

&l 15-1 WEB H 7 17 - B & s iz e 1 4
2. HAEER
fEBER A UEREERK S Hrwtd. g, HPRaE. 7 URL,
AR AR PORES . mES T 98 VPNIP. WEB &3¢ 1P, Wil 15-2 fr
7K. FF' URL /&48 VPN H P &3¢ )5, WEB RS- #8452 4L 14N URL, A LARLS
F| VPN % o RE 40 IP 1Y) WEB JIR %5 #%: 8% /2 SSH/SFTP A - BRI B
Fo
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> BR>ER
KE. fff
;%t;"jl IREV2 A

L mags

E-3 (o]
2 mres

ER

& mPA

& BrrE
S MRS
FAFURL
& am

L% s
e

< HEEVPN IP

< WEBZERIP

F 5t

“CERUR A LA A B ] R
WEB fCFER 45 2% . WEB 7E£K1CHE . WebDAV fili45+
¥, SFTP fE4 % i, K 15-3 fsn, URL A http A1 https Fifh,

T mpigiEs%

BER

fff

fff

BR: A

IEERRT, FiE

TKEV2_usergroup

HFIRE, 1

N/A

2020-01-02 ~ 2120-01-02 ZAHFREL: 36500 FRFEL: 36086 (98%)

ALL_time ¥

10.32.0.10

192.168.100.22

FAREFEINIE

& 15-2 WEB /11 -H P E R

e DRI AERR SR DR F, TP A5 IPV4 A1 IPV6 Wfh .

8

I3

@umrvend

D DNsERsER

Quwesmmen S

) wesrssie &

&) webpavigs &

) g

6 poNsEcEs &

O SFTPEEELE i

HARN AT
D “HF SIE LB, R AT
BRI 3 B AR ATIR A 7

=4

L2TP WPN: 192.168.100.56 1701/500 4500 UDP

L2TP WP SVIP: 10.7.0.1 (VEE, DES, SFTP, WEEPROXY...)
LZTP VPN SHAT: 10.7.0.1/24 => ANY

L2TF VPN C2C: 10.7.0.1/24 <=> 10.7.0.1/24

DNS SERVER:
DNS SERVER:
DNS SERVER:
DAS SERVER:

192. 188, 100, 56 & LOCALIF 53 UDFP
192. 168. 100, 56 & LOCALIF 530 UDP
192,168,100, 56 & LOCALIP 685 UDP
192, 168. 100, 56 & LOCALIF 777 UDP

JLTEDEH

'VEEPROXY-HTTP PROXY: 192.168.100.56 & LOCALIF 8086 TCP
VEBPROXY-HTTF PROEY PAC: http://192. 168,100, 58/http. is
VEEPROXY-HTTP PROXY PAC: http://192. 168.100. 56:800/http. js
VEEPROXY-HTTP PROXY PAC: https://192.168.100. 58/http. jz
VEBPROXY-HTTP PROXY PAC: https://192.168.100.58:801/htp. js
VEEPROXY-HTTPS PROXY

HTTF1 ONLINE FROEV: http://192. 168, 100, 56/vww
HTTPZ ONLINE PRCEY: http://192. 165, 100. 56:800/vwr
HTTPSL ONLIKE PROXY: https://192. 188,100, 56/wiv
HTTPSZ ONLINE PROXT: https://192. 186, 100, 56:601 /vy
HTTP1 WEBDAVZ: http://192.168. 100, 56/public
HTTFZ WEEDAVZ: http://192.168. 100, 50:800/public
HTTPSL WEEDAVZ: https://192.168. 100, 58/public
HTTPS2 WEEDAVZ: https://192. 168, 100, 56:801/public

HTTP1 1P API:
HTTPZ IF AFI:
HTTPS1 IF API:
HTTPSZ IF API:

http://192. 168. 100. 56/ip/
http://192. 168. 100. 56:800/ip/
https://192. 168, 100, 56/ip/
https://192. 168. 100, 56:801/ip/

HTTPS1 DDNS UPDATER: https://192. 168. 100, 56/nic/update
HTTPS2 DONS UPDATER: https://192. 168. 100, 56:801/nic/update

HTTPSL SFTP GUL: https://192. 168. 100. 56/disk/
HTTPSZ SFTP GUI: https://192. 168, 100, 56:801/disk/

BE

EERMEN RIS ARG R EFT A ETX,

£FHES: 2021-02-21

i, A VPN/SSH i 45%% . DNS A 45 2%
J5 1P Z7~. DDNS fEZkE
it LA AR

EROSEBVINEFRLELEHEFRENE, EEVPN/SSHERERS

EFROSEMSMIREONSIRSS, FRNSTESRS

MNREESHEEHTTPERESH, TBWEBRE, HETRSRS

MNMESTMY, SEWEBEERE, BRiTESRS

BPREESHETEWDAVER, EEMEFH. MEMSEFRSES, WindowsT

HEFEAERaIDrivek it

FINRERITRL, ERLAESRP

FEREETRYE, BAPRSHENGERITASIHERRIP

NSSREEITRY, SRESFTPIREES, FEUH HETH. REFETRS

& 15-3 WEB [ /[ ) -F 7 5
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2) dESSH /7, fiddi “WebDAV g5 ” #4, FILLT#H P il WebDAV
AR SRR L URL

3) 4k SSH Fl P HH s 232 B, midh “DDNS fEZ %7 4%, 7]
PAT % DDNS %57 i e B S

4) PPTP A/, [FIRF S~ m] I Softether. SSTP k%5235 &, {H Softether.
SSTP ¥ FHAIE R T3 4N 5

5) OpenVPN /7, ity “OpenVPN” #42, W LLF# OpenVPN %% i fic
B fF——vpn.ovpn, FEER vpn.auth SCHE—FEE] config T HFH; AR
75, ATLL R4 OpenVPN %5 F' iy 22 25 B 5

6) WireGuard VPN FiI /1, i @E%F, 7L T4 WireGuard VPN % 1522

WA midy “WireGuard VPN 4%, P LT % WireGuard VPN %% /7 Jii it B 3C
ft——user _ip.conf, TEESNEH| VPN Z /b, ALK, TUIFH
WireGuard VPN % J7' 3 P2P VPN/Mesh VPN Pt & 314, BARVER “9.1 Windows
A4 T E WireGuard VPN & F iy s

7) SSH M/, midhi “SSH/SFTP” #i4%, N#UH it SFTP HAE 1S
I URL: s “SS” #EHE, T#(SS & P unfic B30 RN 77T FH Y Socks
REUE S, Socks AIA T EH FHAIE;

8) “ZH” FIRANER, BHIZIRSEH:

0) Aidlr “HEB)” BEE, FHOAM LI, Ak < 58 mEg, o7
TFARARE 7 5T T

100 BASEEI TN “THAZS CAIER” %l L, BrR4mig GEEF
i) HZ4 CAAETHIA R validity & 75 ok, 41 FEFR

" . e d F L wEs LU L Oy Ly
UTTDO  TD 4DT. ls 109 180 100 BE&.000

FIPBTR | s
subject: “"C=com, O=dadi, CN=DADI_CA"
issuer: "C=com, O=dadi, CN=DADI_CA"
) -~ validity: not before Jan 01 04:28:07 2020, ok H
IDNSTEZEEFT an not after Dec 24 04:28:07 2049, ok (expires in 10898 days) |

serial:  12:85:c2:9eiadice:3c1 2
m | flags: CA CRLSign self-signed
WFTPTEEZE iR aw| subjkeyld: 23:a0iccilbied:a?i] 4:70:59:01:43:87:0e:7 1:2b:2 1:ecre 3:d5:df i
pubksy: RSA 2048 bits

keyid:  f9:00:78:5d:7d:23:26:d2:20: 7 0:d6:79:3¢:54:79:25:8d:f:f4:18

|
BT HzE SR, 21 “BAN CAER (2.2)7

Nk a2
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HARGEIR 75 (10 A A28 7 3 P o B TR LSO (PPl okt = 4% 7 o i L

j}:@ ll/‘i%»

http://www.trustcomputing.com.cn/help/client setup list.docx

VPN F P B R e 3R A5 R R 48 B T 26 A, P LT3R

PIEBEIR | B MISRHIRS BIRVAPIRIERE | SNAT B4
N VPN H P LA st | VPN B 2 BN %5 | VPN P R
BEAREEMP S A RS | 1 EEILE | 1P WA E AR
) DNS . WEB . |fEZk VPN HFH | G5 1P ¥,
WEBDAV. SSH/SFTP fil | 240l 1P MIMIZ% R | BT [A) B 7 e AR &
% %%, HTTP. HTTPS. |%% 4ift] DNS fil45%%
Socks fRFE. WEB 7E£RAY, & N % 7 i 1)
B IPV6 M2 AR DNS JIk %5 &%, HF i
4t 1) DNS & HTTP. MR
HTTPS QA k B 5 ] SNAT,
W 3 i T e HA] PLd A R
25 1 I S
HTTP. HTTPS 1%
BIRS EW, A5
M 25 2 Sty 2% FH
RS AL & W 48 iR 55 TT LA | REEXTTT PC Bi2k | 5 H SNAT Thg
WENAX VPN B | 5o VF, OpenVPN | & K 45 % F' i 7]
IV, & VPN R4 | 7 @& 2 3 A | BB d, %
A LA H SNAT _EMIIhEE | C2C Thik Ui VPN PR 1% &
VPN A ERIARK

VPN H AR5 i Fe 1 m] DLE A AUE ] 7 58 ) DDNS WEB 7£ 28 58 5 iR
% . WEB fEZ/XHE . WebDAV R4 HTTP/HTTPS fCHARSS .

4, AR SS

VPN FI PSRRI oA =R 4IRS, —JEAE DDNS 4844 b FE st b 2%
AW IP RIS, —H P URL, =J&H 7 o B, A A - o
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SHERAPRED. R “FAF URL” AERKEER, WESAPUHRAEE
% A E R

“iii TR T VPN H P BB IESRAF B IP J5, A TP K i IS 3
PN IP o 1 b, AL IP W LRSI (CBH P URL), W RLE
e 1P CHH™ URL), MIMIERIAMZFEERRCR, R OS (Windows.
i0S. ) HAWH VPN % 5, il IKEV2 VPN (% “5 IKE VPN &/
MR &, ATLASEEL 0 % i A M 7 E s B A W% 4 VPN——WireGuard
VPN, Lt DDNS. SSH Jx ¥ A ERF0H 38 1) P X 28 1 #4F

5. s00L. ddn » RF>H5MES
= F29, ssuvey RER PR . RESEPREHATLRE, MASSSNEOES., SiEHRIPRDporta s, BiEAZIVPNERLIPEIVportial4h.,
R tep 139 © TCP/UDP DPort VPort Source
T tep 1355 135 tep 80
T tcp 8080 80
Py tp 13389 3389 27.10.10.0/24,45.0.0.0/16
;;E;? ik Csand Frot [Port WPart Source Pkts Bytes
B top dot: 139 to:10.8.0.6:139 0.0.0.0/0 0 0
i tp ptil3E5 £0:10. 8 0, 6:135 0.0.0.0/0 1 52
R O4
;—j.# FBFPURL http://192.168.1.56:803/s001.ddns.group => 10.8.0.6:80
- DDNSIEE s00L.ddns.group  IPVAIN/A  IPVE:N/A

B I B 1 B SR
W CRERM O CEEARE” B, Rt E AR E, Y R ERR
NCHPRE” B, BN PR MR E, HA s WEB HETTRE,
FE XIS MbATRE, FTRAAHT S ET VPN &R, FTLUAE R “RE
Guvk” SRS R A B A S L. R R AERE 5 AN AN 13 I BR A
B TT LB b Y . 2840 1 B
(1) tcp 80
F AN TP 1) TCP 80 Ui I BST 21 VPN % P i B2 40, TP 11 TCP 80 ity [
(2) tecp 135:139
H4 AR TP F TCP 135~139 3ty 113 Bl — St — it & 31 VPN %5 7 3t K 40 TP f) TCP
135~139 ¥y 1. I HJuHE R e “ RAGEHRRE”
(3) tep 1:65535
udp 1:65535
Vi la) #hP TP 1) TCP UDP i [, $5%% A 1] VPN %5 7 Sirg K2 400 TP AR 7] 643 11,
ERG AW OERAL, ST IP . smOuE R “RAEHANE”
(4) tcp 8080 80
WA TP [¥] TCP 8080 ity It £ VPN 2% /- i g 481 IP ) TCP 80 ity 1
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(5) tep 13389 3389 27.0.0.0/16,45.0.0.0/16
¥ ZNRA TP f) TCP 13389 %t I WL 1] VPN %5 F i E 40, TP () TCP 3389 % 11,

H R ¥ 27.0.0.0/16 5% 45.0.0.0/16 [ 1P 117
VPN FH L B G R0 A IR S5 1 N 25 B T3 %A

PRI N R

it AR5

DDNS f&#T

I TR/ Y O 2

F /P URL

g

KEGH VPN H
JTAE RN N VPN
F P B 2 B I
M 1P, A B AAAA
W, fE I Il
B A
S IRSS

WAL VPN H P i
JEAUL TP 1) 3 11 iR 55 gt
SRR KRG AN IP )
FASE3 T, SR 3 A A
FIBEMBOR: SSHE
S PR S [ e AR
IR, (AR
P E s PTLAHE
Fiuii PC s Kk S5 il
KIE 1P

KAELk VPN HIF i)
JEALL IP ¥ 80 ify I
WEB Il 55 W5 21 4
RGH W44 B 1P
f] http/https URL;

WEB. SSH A /* 4%
(¥ ST ) URL

AR5 4% 1P

FIP 2 ™ TP

R RGHIHM TP

RERGEHISMA TP

IIE7

F P 44 0 20t 45
2, BT
HFEEH NS %
%y B i B
SMTHIHI AR &
F3ii PC B kB
B FVF RIS 1P

S R v ] RS
R, 73 9 B BB
BN v B PR
BR s 2 7 i aL B X b
VIR B A2 s %5 b
PC [ K B L VF
[RISKE TP

BRI E
“F /" URL” Ay “B
U DR L e
€ IP; % P PC B
KB UV R
U5 1P

5. AP a4
“O47 EaLMESH IO 4, HTERKS. 04582 WEB. WEB 1
H. VPN, SSH % HMAMREHIGRK S 04, BBl &5 - WA 1
VPN/SSH #%#%. WireGuard VPN H PRI A& A N ak. SN0 B SO L —4Eh
%tF IKEV2/IPSEC VPN. OCSERV/CISCO AnyConnect VPN. PPTP VPN,
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L2TP VPN. OpenVPN. WireGuard VPN. SSH /" Bifh % b ik 7%
F 4 B GGERT TOTP Bh#S %A AE.
TOTP ZhZ AL FE A2 -
1) B G AE VPN/SSH IR 55 U H B “TOTP 22 AL %5
2) EHE R BN RGN
3) EH AW VPN/SSH H Ik 5
4) FPAETFHUAEAR/PC H N # TOTP APP 1 1F
ATLLH 5E X time step 4 300 75 (R =2 30 #5) KR
VEE: EZMEH % 5T google S I IERS/ google authenticator, A time step
It € 9 30
® Android:
1) Aegis (HEFE, AIRSUHMNFE LRI
https://github.com/beemdevelopment/Aegis
2) Freetop
https://github.com/helloworld1/FreeOTPPlus
https://github.com/freeotp/freeotp-android
ER: AEEHZ 5T google S0 IERY, KA time step HBER 30 #b, ARE
e HAtE
® Chrome:
https://authenticator.cc/
® iOS
1) google S 5uiiE#s CFl android app A, 7 LA3HH time step S22 30 #H —
4Eh)
https://apps.apple.com/cn/app/google-authenticator/id388497605
2) OTP Auth (i Face ID, Touch ID ¢ REEHF TS, AI#&MIKE, IE ] time
step & 300, T] 7N secret code Al —4ERS)
https://apps.apple.com/cn/app/otp-auth/id659877384
® Windows

Winauth 3.6.2
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https://github.com/winauth/winauth/releases/tag/3.6.2

5) &S WEB HI 1), &% TOTP HI45% 05, 34 TOTP WILG %M —
YEtD, {E APP tAIINIET, 35 SH KN, /£ WEB [T P ASIEY, B
i TOTP WiF. ¥ER&: APP 1 5 /080 RIBI I IERS, 28 Guist (B A0 - HLA [A] 2 25—
B, BWTERGE

[ 1@ v.muu] 1@ vanIm
' i Google Authenticator i

Add an account 137 130
Fou v D an asiwasl ey v of e follomeg w
|?99 210 |
(@]
i L]

> AFR>O0%

K= s002
2£5]: SSLVPN

ik L

e-=As
&E8
RRE

TOTPHIRAEES

AUGQGTL3QIEFFO4E

£ ¢ EEAPPIIREEERT, A MW ERNESIHITELL STOTPUGE
AEs

TOTPEIEIRIERS 799210 |7 4BURSEEHAE: 2019-09-02 19:25:46 TEAPP
=l

6) WG, AT LAEFH OpenVPN/SSH/SFTP % Fufi 6 3%, $i A\ FH ' 4 LA ). APP
BIRIIKAETS, ANTEEEF WEB [TH %M (B 1R{E BiltEE)
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SSLVPN - FIFAGE

maE; |s002 |

>
w3 799210
B

root@TrustGate: /tmp# sftp -oPort=34567 ssh2@127.0.0.1

Verification code: }'99 210

Connected to 127.0

sttp= ||

7) WoEE, WEB M1 TOTP MI4h%ieg ke — e AR R (B k(5 Bt
B, WRLFRUHIA APP SR INBERD, T 5% TOTP WIMHH & e, 7
FEAESLEFHL/ P/ PC A ERIIIAIE IR

8) £ WEB I I/ 5 B &R “& M m i EE” B, X+ “TOTP 3h#

IR, SRR AR, Y SRARCEEIE, ? 53R TOTP WlAR% %R

> AP>ER
:E ggE%TN 2E Welcome!
e ] s002
= = & mpm SSLVPN_usergroup
- [EEE _
L BE T mpiEANESE ITOTPEDE‘E@EEBMIE\/ |
! ﬂ"‘gj’ & mes B
 I4hoESS {26, 0
FIFURL N/A
& ashm 2019-08-29 ~ 2119-08-29 fAit>#: 36500 Tl
« HIEVPN IP 10.8.0.14
< WEBZZIP 192.168.1.22

6. HFPHE
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> HP>H&E(sshl)
EE%: hl
5. SSHSRY
=========sshsrv log (sshl)===========
7 2020-06-24 02:14:13 sshl 192. 168. 100. 2:14036 sshd Login
Aps 8 2020-06-24 02:15:01 sshl 192. 168. 100. 2:14036 sshd Logout
HRA Total 2 lines
\:E‘%‘ =========dns log (192.168.100. 2)===========
S
uﬂﬁ% Total 0 lines
704
| EEE
AGEd

G PP UEERK S RSP HE, PLAES IP ) DNS Hi&, #2
BRETHE, &K 500 % %7 OS W2 E Pl B A R4t IP/45(44 9 DNS fiik
%7% (“1 DNS IRE#REE ™), #rLlifEAEE DNS HiE.

%
GH RS 4G R E & WIFL B % B (DOT % ) DNS i % % -

http://trustcomputing.com.cn/bbs/viewthread.php?tid=1631

15.2 Console [ P& iR

B Console FH F & F 7 191
http://www. trustcomputing. com. cn/help/cn/dadi/user/modify password.
html

F P 0] BLZEAHL Console F& 3%, Bl & AT SSH & P i K Ao F8 5 5%,
TifE R BN E 4, HiIEnT .
1) B — SSH &z, HAKIP Lum DiE S HARSEAERS, 4. FiE

+& console. zstdadi

Username: sshl
Password:

Connection:
192.168,.1.2:55292 192.168.1.56:3456
Disk Quota: 8.9M/9.5M

New password:
New password again:

Done.

& 15-3 B P&
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Username: sshl
Password:

Connection:
192.168.1.2:55304 192.168.1.56: 3456
Disk Quota: 8.9M/9.5M

New password:
Bye.

& 15-4 EHPRDS

2) H console K5 & ki 5, A EARABSNH 4 LI AN, A
RN, B M RE S IERE, SSH R ik s ik £ 2 1B A5 P 1% 0L 5
BEWMANABEN, H- K ARE, RI)E SR Done., 41K 15-3 P, &
BN R, P AR S FE R A . WUORARAGE Y, BRERE,
METERHERERIRE, WA 15-4 fos.
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VPN, SS.

SSH HIfFE LR

| WEeRE | AIER | Bk | BEN | E8E |2 B | B Heft
E= ¥ CAlEER EXLR| P
EH | GfRE | SiRE
IKEV2 500/UDP | iE 45 + | &40 ?‘5 T, |2 Winl0 0S | MOBIKE
VPN 4500/UDP | A 7 44 B ‘% 5L App FEEAF Ty s
ESP. AH | &Y A i0S 0S PERE 4T
& A )
281
IPSEC 500/UDP | H "4 | 15 o & & Winl0 App | TE R T
VPN 4500/UDP | &25HY 2 H 08 ARG % %
ESP. AH i0S App e A
OCSERV | TCP ik o+ | HEAH | & & Winl0 App | T RE%F,
VPN UDP H P4 | 3E 52 ‘%5 App i@ a8
&S| i0S App 2 ity
PPTP VPN | 1723/TCP | HH P 4 | & Eo o, TR Winl0 0S | Jovk NAT
GRE &Y LA 14 2 H 0S Tk, %
PPP HAR i0S App A
i, A
¥f IPv6
L2TP VPN | 1701/UDP | FHH P % | & 7;5 T, | =& Winl0 0S | A BL NAT
500/UDP | &#5%5 PR ZH 0S T, X
4500/UDP B i0S App £ IPv6
ESP
PPP
OpenVPN | TCP WE B+ At | A, H |2 & WinlO App | o] & A& #%
UDP H 4 Al ‘% 5 App o,
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&Y HTTP i0S App O
R, [T 1
AV Bk, M
SoftEthe | TCP M4 | & &, B3| 2 & Winl0 App | T RESF,
r VPN &Y Al Linux App | EANE &
Socks5 MAC App s 5l & i
. HTTP
et
SSTP VPN | TCP Wk | 2 T, | Winl0 0S M e 4F
DRk Bk % ‘% 5L App HAEE
&Y B Bl 2 i
SS AR %% | TCP HrP4| & &, B 5, TG Winl0 App | PERELS,
5 &Y CIBGBUEE I 'S ‘% 51 App W, A
Socksh | B i0S App R ]
. HTTP 2 Uiy
et
SS/SSR | TCP / & o / 5 Winl0 OS |J@ H
% P A 08 i, FH
H i0S 0S netch 5K
W4 Zi
H /& R
F AN 7] %
FH
SSH % | TCP M4 | & o / & Winl0 OS |38 H 77
Ui &Y 225 08 fii, e,
i0S 0S i TR
B £ ity
B PRI (S B BR A 2117212
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R

1D Windows F[¥] VPN #4541 SR % (55 0l B, SRUFAE TR TE RN, LR B i B 28
M, HER S

2) HELE ISP X UDP ¥l 7 H E 1P 43i, 2 SSRGS 2R IP A e, Lol Hgg
5 TCP BR300 25 7 wis FEAE E

SN
(i Kt =42 % i i B B R))

http://www.trustcomputing.com.cn/help/client_setup list.docx
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